PERSONAL DATA PROCESSING
AGREEMENT FOR SAP CLOUD SERVICES

1. BACKGROUND

1.1 Purpose.

This document is a data processing agreement
("DPA") between SAP and Customer and
applies to Personal Data provided by Customer
and each Data Controller in connection with
their use of the Cloud Service. It states the
technical and organizational measures SAP
uses to protect Personal Data that is stored in
the production system of the Cloud Service,

This document has been executed in the

English and Sfovak language. In the case of

ambiguity or discrepancies between the two

versians, the English version shall prevail,

1.2 Application of the Standard
Contractual Clauses Document.

If processing of Personal Data involves an

International Transfer, the Standard

Contractual Clauses apply as stated in Section

5 and are incorporated by reference.

1.3 Governance.

Except as provided in Section 5.2, Customer is

solely responsible for administration of all

requests from other Data Controllers.

Customer will bind any other Data Controller it

permits to use the Cloud Service to the terms

of this DPA.

2. APPENDICES

Customer and its Data Controllers determine
the purposes of collecting and processing
Personal Data in the Cloud Service. Appendix 1
states the details of the processing SAP will
provide via the Cloud Service. Appendix 2
states the technical and organizational
measures SAP applies to the Cloud Service,
unless the Agreement states otherwise.

3. SAP OBLIGATIONS

3.1 Instructions from Customer.

SAP will follow instructions received from
Customer (on its own behalf or on behalf of its
Data Controllers) with respect to Personal Data,
unless they are (i) legally prohibited or (ii)
require material changes to the Cloud Service.
SAP may correct or remove any Personal Data
in accordance with the Customer’s instruction.
If SAP cannot comply with an instruction, it will
promptly notify Customer (email permitted).
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ZMLUVA O SPRACOVANI OSOBNYCH
UDAJOV PRE CLOUDOVE SLUZBY SAP

1. POZADIE

1.1 (éel.

Tento dokument je zmluvou o spracovani
udajov (.2SU") medzi spoloénostou SAP a
Zakaznikom a vztahuje sa na Osobné udaje,
ktoré  poskytne  Zadkaznik &  kaZdy
Prevadzkovatel v  sdvislosti so  svojim
pouzivanim Cloudovej sluZby. Uréuje technické
a organizaéné opatrenia, ktoré spoloénost SAP
vyuZiva pri ochrane Osobnych ddajov, ktoré st
uloZzené v produktivnom systéme Cloudovej
sluzby,

Tento dokument je vyhotoveny v anglickom
a slovenskom jazyku. V pripade nejednoznaénosti
alebo nezrovnalosti medzi oboma verziami, je
rozhodujica anglickd verzia.

1.2  Uplatiiovanie Standardnych

zmluvnych doloziek.

Ak stcastou spracovania Osobnych Gdajov je aj
Medzindrodny prenos, uplatfiuju sa Standardné
zmiuvné doloZky, ako st uvedené v Clanku 5 a
zahrnuté formou odkazu.

1.3 Dozor.

Okrem pripadov uvedenych v Clanku 5.2 za
spravu vietkych poZiadaviek od ostatnych
Prevadzkovatelov zodpovedd vylutne
Zakaznik. Zakaznik musi vietkych ostatnych
Prevadzkovatelov, ktorym povoli pouZivat
Cloudovt  slufbu, zmluvne zaviazat k
dedriiavaniu podmienok tejto ZSU.

2. DODATKY

Ugely zhromazdovania a spracovania Osobnych
Udajov v Cloudovej sluZbe uréuju Zakaznik a
jeho Prevadzkovatelia. Priloha 1 obsahuje
podrobné informacie o spracovani, ktoré
spoloénost SAP bude poskytovat
prostrednictvom Cloudovej slufby. Priloha 2
obsahuje technické a organizatné opatrenia,
ktoré spoloc¢nost SAP uplatfiuje na Cloudovi
sluzbu, ak v Zmluve nie je uvedené inak.

3. POVINNOSTI SPOLOCNOSTI SAP

3.1 Pokyny od Zikaznika.

SpoloCnost SAP bude dodrziavat pokyny, ktoré
v suvislosti s Osobnymi udajmi prijme od
Zakaznika (v jeho mene alebo v mene jeho
Prevadzkovatelov), (i) ak nie st v rozpore so
zdkonom alebo (ii) ak nevyZaduju vykonanie

zasadnych zmien v Cloudovej sluibe.
Spolofnost SAP md%e opravovat alebo
odstrafovat Osobné Udaje v silade s pokynmi
Zakaznika. Ak spoloénost SAP neméde vyhoviet
tymto pokynom, ihned na to upozorni
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3.2 Data Secrecy.

To process Personal Data, SAP and its
Subprocessors will only use personnel who are
bound to observe data and telecommunications
secrecy under the Data Protection Law. SAP
and its Subprocessors will regularly train
individuals having access to Personal Data in
data security and data privacy measures.

Technical and Organizational

Measures.

(a) SAP  will use the appropriate
technical and crganizational
measures stated in Appendix 2.

{b)Appendix 2 applies to the
production system of the Cloud
Service. Customer should not store
any Personal Data in non-
production environments.

{c) SAP provides the Cloud Service to
SAP’s entire customer base hosted
out of the same data center and
receiving the same Cloud Service.
Customer agrees SAP may improve
the measures taken in Appendix 2
in protecting Personal Data so long
as it does not diminish the level of
data protection.

3.4 Security Breach Notification.

SAP will promptly inform Customer if it becomes
aware of any Security Breach.

35 Cooperation.

At Customer's request, SAP will reasonably

support Customer or any Data Controller in

dealing with requests from Data Subjects or

regulatory  authorities  regarding SAP’s

processing of Personal Data.

4, SUBPROCESSORS

4.1 Permitted Use.
(a) Customer and Data Controllers
authorize SAP to subcontract the
processing of Personal Data to
Subprocessors. SAP is responsible for
any breaches of the Agreement caused
by its Subprocessors.

fimdm Memoce—iz— 2=—-3ment for SAP Cloud Services (DUAL) skSK.v.2-2017
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Zakaznika (na tento Ucel sa méZe poutif aj e-
mail},

3.2 Dévernost Gdajov.

Na spracovanie Osobnych (dajov spolocnost
SAP a jej Subdodavatelia budi pouzivat iba
persondl, ktory ma zavaznd povinnost
zachovavat dévernost udajov a
telekomnunikaénych operacii v sllade so

Zakonom o ochrane udajov. Spolofnost SAP a
jej Subdodavatelia poskytnd jednotliveom,
ktori maju pristup k Osobnym Udajom, riadne
Skolenie o opatreniach na zabezpetenie a
ochranu ddajov,

3.3 Technické a organizaéné opatrenia.

(a) Spolo¢nost SAP bude pouzivaf
primerané technické a organizaéné
opatrenia, ktoré su uvedené v
Prilohe 2.

(b)Prilcha 2 sa vzfahuje na
produktivny systéem  Cloudovej
sluzby. Zakaznik nesmie uchovavat
Ziadne Osobné daje v inych nei
produktyvnych prostrediach.

(c) Spotoénost SAP poskytuje
Cloudovd sluzbu celej zédkaznickej
zakladni spolonosti SAP, ktord je
hostovanad z rovnakého datového
centra a ktora odoberd rovnaku
Cloudovd sluzbu. Zakaznik sdhlasi
s tym, e spolocnost SAP bude
zdokonalovaf opatrenia uvedené v
Prilohe 2, ktoré sa tykaj( ochrany
Osobnych Udajov, ak to nepovedie
k zniZeniu Grovne ochrany Gdajov.

3.4 Upozorfiovanie na perusenie
dovernasti.
Ak spolotnost SAP zisti, e do3lo k Poruseniu
dbvernosti, ihned o tom informuje Zakaznika.
a5 Spolupraca.
Spoloénost SAP bude na Ziadost Zakaznika
poskytovat Zakaznikovi alebo
Prevadzkovatefovi primerand podporu pri
spracovani poZiadaviek Dotknutych oséb alebo
dozornych  orgdnov, Kktoré sa tykaju
spracovania Qsobnych Udajov spoloénostou
SAP.

4. SUBDODAVATELIA

4.1 Povolené pouZivanie.
(a) Zakaznik a Prevadzkovatelia
opraviujd spolocnost  SAP na
vyuZivanie sluZieb Subdodavatelov pri
spracovani  Osobnych uddajov. Za
véetky porusenia Zmluvy zo strany
svojich Subdodavatelov zodpoveda
spolotnost SAP.
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(b) Subprocessors will have the
same obligations as SAP does as a Data
Processor (or Subprocessor) with
regard to their processing of Personal
Data.

{c) SAP will evaluate the security,
privacy and confidentiality practices of
a Subprocessor prior to selection.
Subprocessors may have security
certifications that evidence their use of
appropriate security measures. If not,
SAP will regularly evaluate each
Subprocessor’'s security practices as
they relate to data handling.

(d) If Customer requests, SAP will
inform Customer of the name, address
and role of each Subprocessor it uses
to provide the Cloud Service.

4.2 New Subprocessors.
SAP's use of Subprocessors is at its discretion,
provided that:

(a) SAP will notify Customer in
advance (by email or by posting on the
Support Portal) of any changes to the

list of Subprocessors in place on the
Effective Date {except for Emergency
Replacements or  deletions of
Subprocessors without replacement).

(b) If Customer has a legitimate
reasaon that relates to the
Subprocessors’ processing of Personal
Data, Customer may object to SAP’s
use of a Subprocessor, by notifying SAP
in writing within thirty days after
receipt of SAP’s notice. If Customer
objects to the use of the Subprocessor,
the parties will come together in good
faith to discuss a resolution, SAP may
choose to: (i) not use the Subprocessor
or (ii) take the corrective steps
requested by Customer in its objection
and use the Subprocessor. If none of
these options are reasonably possible
and Customer continues to object for a
legitimate reason, either party may
terminate the Agreement on thirty
days’ written notice. If Customer does
not object within thirty days of receipt
of the notice, Customer is deemed to
have accepted the new Subprocessor.

Pata Prarecsina Aareement for SAP Cloud Services {DUAL) skSK.v.2-2017
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{b) Subdodavatelia maiju v
stvislosti s ich  spracovavanim
Osobnych Udajov rovnaké povinnosti,
aké mé aj spoloénost SAP ako
Spracovatel {alebo Subdodavatel).

(c) Spolo¢nost SAP pred vyberom
Subdodavatela vykona jeho hodnotenie
z hladiska uplatfiovania zabezpecenia,
ochrany a dévernosti. Subdodavatelia
mdZu mat bezpeénostné certifikaty,
ktoré  osvedCuju, Ze  pouZivaju
primerané bezpeénostné opatrenia. Ak
ich nemajd, spolotnost SAP bude
pravidelne  hodnotit  bezpefnostné
postupy Subdodavatela, ktoré sa
tykaju manipulacie s udajmi.

(d) Spoloénost SAP na potiadanie
Zakaznika informuje Zakaznika o
nazve, adrese a role kazdého
Subdodavatela, ktorého vyuziva pri
poskytovani Cloudovej sluZby.

Novi subdodavatelia.

Spolo&nost SAP vyuZiva sluzby Subdodavatefov
podla vlastného uvaZenia, musi v3ak pri tom
splInit tieto podmienky:

(a) Spolotnost SAP vopred
upozorni Zakaznika (e-mailom alebo
zverejnenim na portali Support Portal)
na akékolvek zmeny v zozname
aktivnych Subdodévatelfov k Ddtumu
nadobudnutia Gé&innosti (ak nejde o
Nidzové vymeny alebo odstrénenia
Subdodavatelov bez nahrady).

(b) Ak ma Zakaznik opodstatnené
vyhrady voti spracovaniu Osobnych
Udajov  Subdodévatelmi, Zakaznik
mbZe namietat vodi vyuZivaniu sluZieb
Subdodavatela spolofnostou SAP tak,
je to pisomne oznami spolocnosti SAP
do tridsiatich dni od prijatia oznamenia
od spolofnosti SAP. Ak Zakaznik
namieta wvoli pouzivaniv  sluZieb
Subdodavatela, strany sa stretnu, aby
v dobrej viere prediskutovali mozné
riefenie. Spoloénost SAP sa méZe
rozhodnut, Ze: (i) nepouzije sluiby
Subdodavatela alebo (ii) vykona
napravné opatrenia, ktoré Zakaznik
poZaduje vo svojich namietkach, a
poutije sluzby Subdodavatela. Ak nie je
mozné vyuzif ani jednu z tychto
moZnosti a Zakaznik nadalej namieta z
opodstatneného dévodu, ktordkolvek
zo strdn mdze do tridsiatich dni
vypovedat Zmluvu na  zaklade
pisomného oznamenia. Ak Zakaznik
nevznesie  Ziadne  namietky do

Page 3 of 16




Data Processing Agreem

(c) If Customer’s objection
remains unresolved sixty days after it
was raised, and SAP has not received
any notice of termination, Custemer is
deemed to accept the Subprocessor.

4.3 Emergency Replacement.

SAP may change a Subprocessor where the
reason for the change is outside of SAP's
reasonable control. In this case, SAP will inform
Customer of the replacement Subprocessor as
soon as possible. Customer retains its right to
object to a replacement Subprocessor under
Section 4.2(b).

5. INTERNATIONAL TRANSFERS

5.1 Limitations on International
Transfer.

pPersonal Data from an EEA or Swiss Data

Controller(s) may only be exported or accessed

by SAP or its Subprocessors outside the EEA or

Switzerland ("International Transfer”):

(a) If the recipient, or the country
or territory in which it processes or
accesses Personal Data, ensures an
adequate level of protection for the
rights and freedoms of Data Subjects in
relation to the processing of Personal
Data as determined by the European
Commission; or

(b) in accordance with Section 5.2.
Standard Contractual Clauses and
Multi-tier Framework.

(a) The Standard Contractual
Clauses apply where there is an
International Transfer to a country that
does not ensure an adequate level of
protection for the rights and freedoms
of Data Subjects in relation to the
processing of Personal Data as
determined by the European
Commission.

(b) For Third Country
Subprocessors, SAP has entered into
the unchanged version of the Standard
Contractual Clauses prior to the
Subprocessor's processing of Personal
Data. Customer hereby (itself as well
as on behalf of each Data Controller)
accedes to the Standard Contractual
Clauses between SAP and the Third
Country Subprocessor. SAP will enforce

ent for SAP Cloud Services {DUAL) skSK. v.2-2017
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tridsiatich dni od prijatia oznamenia,
povaiuje sa to za prijatie nového
Subdodavatefa zo strany Zakaznika.
{c) Ak namietka Zakaznika
zostane nevyriesena aj po Sestdesiatich
diioch od vznesenia a spolocnosti SAP
nebude dorucené Ziadne oznamenie o
vypovedani, povaiuje sa to za prijatie
Subdodavatela zo strany Zakaznika.
4.3 Nudzova vymena.
Spolo&nost SAP mbZe yymenit Subdodavatela v
pripade, ze dévod na vymenu je oddvodnene
mimo kontroly spoloZnosti SAP. Ak je to tak,
spoloénost SAP o najskdr informuje Zékaznika
o vymene Subdodavatela. Zakaznik  si
zachovava pravo namietat voti

Subdodavatelovi v stlade s Clankom 4.2(b}.

5. MEDZINARODNE PRENOSY

5.1 Obmedzenia Medzinirodného
prenosu.

Osobné udaje od Prevadzkovatelov z EHP alebo

zo Svajtiarska méZu byt exportované alebo

spristupnené  spoloénosti SAP alebo  jej

subdodavatelom mimo EHP alebo Svajtiarska

(.Medzinarodny prenos®}:
(a) len za predpokladu, ze
Prijemca alebo krajina &i uzemie, kde
spraciva  Osobne Gdaje  alebo
pristupuje  k  Osobnym udajom,
poskytuje primeran(i drovefh ochrany
prav a slobdd Dotknutych osdb v
sqvislosti so spracavanim Osobnych
Gdajov, ako to urluje Eurdpska
komisia, alebo
(b) v sulade s Clankom 5.2.

5.2 Standardné zmluvné dolozky a
viacvrstvova Struktara.
(a) V pripadoch Medzindrodného
prenosu do krajiny, ktora nezarutuje
adekvatnu uroveh ochrany prav a
slobdd Dotknutych osdb v suvislosti so
spracovanim Osobnych udajov, ako to
urtuje Eurdpska komisia, sa uplatfiuji
Etandardné zmluvné dolozky.

{b) Vv pripade Subdodavatelov 2
tretej krajiny spolotnost SAP musi pred
spracovanim Osobnych udajov
Subdodavatelom zaviazat
Subdodavatela k dodrziavaniu
nezmenenej  verzie  Standardnych
zmluvnych doloZiek. Zakaznik tymto
(vo svojom mene, ako aj v mene
kasdého Prevadzkovatela) wvyjadruje
svoj suhlas  so  Standardnymi
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the Standard

Contractual Clauses against the
Subprocessor on behalf of the Data
Controller if a direct enforcement right is
not available under Data Protection Law,

(c) Nothing in this DPA will be
construed to prevail over any
conflicting clause of the Standard
Contractual Clauses.

6. CERTIFICATIONS AND AUDITS

6.1 Customer Audits.
Customer or its independent third party
auditor may audit SAP’s contral
environment and security practices
relevant to Personal Data processed by
SAP only if:

(a) S5AP has not provided sufficient
evidence of its compliance with the
technical and organizational measures
that protect the production systems of
the Cloud Service through providing
either: (i) a certification as to
compliance with ISO 27001 or other
standards (scope as defined in the
certificate); or (ii) a valid ISAE3402
and/or ISAE3000 attestation report.
Upon Customer’s request -SOC Audit
reports or ISO certifications are
available through the third party
auditor or SAP;

{b) A Security Breach has occurred;
{c) Customer or another Data
Controller has reasonable grounds to
suspect that SAP is not in compliance
with its obligations under this DPA;

(d) An audit is formally requested
by Customer's or another Data
Controller’s data protection authority;
or
(e) Mandatory Data Protection Law
provides Customer with a direct
audit right.
Where Customer audits SAP’s environment, SAP
will reasonably support Customer in its audit
processes.

6.2 Audit Restrictions.

Data Processing Agreement for SAP Cloud Services (DUAL ) skSK.v.2-2017
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zmiuvnymi doloZzkami medzi
spoloénosfou SAP a Subdodavatelom z
tretej krajiny. Spolotnost SAP bude
presadzovat Standardné

zmluvné doloZky vodi Subdoddvatelovi v
mene Prevadzkovatela, ak moZnost
priamehe presadzovania na zaklade
Zakona o ochrane adajov nie je k
dispozicii.

(c)  Ziadne &lanky v tejto ZSU sa
nesmu interpretovat ako nieco, o ma
prednost pred akymkolvek konfliktnym
ustanovenim Standardnych zmluvnych
doloZiek.

6. CERTIFIKACIE A AUDITY

6.1 Audity Zikaznika.
Zakaznik alebo jeho trefostranny
nezavisly auditor méZe vykonat audit
riadiaceho prostredia a bezpetnostnych
postupov spoloénosti SAP v rozsahu
relevantnom pre Osobné U(daje, ktoré
spracuva spolo&nost SAP, len v pripade,
ak:
(a) spolocnost SAP  dostatocne
nepreukdzala konanie v sidlade s
technickymi a organizaénymi
opatreniami na ochranu produkénych
systémaov Cloudovej sluiby
predlozenim: (i) osvedéenia o silade so
standardom ISO 27001 alebo inymi
Standardmi (v rozsahu definovanom v
certifikate) alebo (ii) platni spréavu o
atestdcii ISAE3402 alebo ISAE3000,
pricom spravy z auditov SOC alebo
certifikacie ISO sU0 na vyZiadanie
Zakaznika k dispozicii od
tretostranného auditora alebo od
spoloénosti SAP,
(b) doslo k Poruseniu zabezpedenia,
(c) Zakaznik alebo iny
Prevadzkovatel  ma oddvodnené
podozrenie, Ze spoloénost SAP nekona
v sulade s povinnostami, ktoré jej
vyplyvajl z tejto 75U,
{d) 0 audit formdlne poZiada ergan
na ochranu Udajov Zakaznika alebo
iného Prevadzkovatela, alebo

(e) zavdzny Zakon o ochrane Gdajov
poskytuje Zakaznikovi prévo na
priamy audit.

Polas auditu prostredia spoloinosti SAP zo
strany Z3kaznika bude spolo€nost SAP
poskytovat Zakaznikovi primerand podporu pri
jeho procesoch auditu.

6.2 Obmedzenia auditu.
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The Customer audit wil| be limited to once in
any twelve month period, and limited in time to
a maximum of 3 business days and scope as
reasonably agreed in advance between the
parties. Reasonable advance notice of at least
sixty days is required, unless Data Protection
Law requires earlier audit, SAP and Customer
will use current certifications or other audit
reports to minimize repetitive audits. Customer
and SAP will each bear their own expenses of
audit, unless the Customer is auditing under
Section 6.1 (c) {unless such audit reveals a
breach by SAP in which case SAP shall bear its
own expenses of audit), 6.1 (d} or 6.1 (e). In
those cases, Customer will bear its own
Expense and the cost of SAP’s internal
resources required to conduct the audit. If an
audit determines that SAp has breached its
obligations under the Agreement, SAP will
promptly remedy the breach at its own cost,

7. EU ACCESS

7.1 Optional Service.

If included in the Order Form, SAP agrees to
provide EU Access for the eiigible Cloud Service
as stated in this Section 7.

7.2 EU Access.

SAP will use only European Subprocessors to
provide support requiring access to Personal
Data in the Cloud Service.

7.3 Data Center Location.

Upon the Order Form Effective Date, the Data
Centers used to host Personal Data in the Cloud
Service are located in the EEA or Switzerland.
SAP will not migrate the Customer instance to
a Data Center outside the EEA or Switzerland
without Customer's prior written consent
(email permitted). If SAP plans to migrate the
Customer instance to a data center within the
EEA or to Switzerland, SAP wil| notify Customer
in writing (email permitted) no later than thirty
days before the planned migration.

7.4 Exclusions.
The following Personal Data is not subject to the
requirements in 7.2-7.3:
(a) Contact details of the sender of
a support ticket;

it for SAP Cloud Services (DUAL) skSK.v.2-2017
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Periodicita auditu Zakaznika bude obmedzena
na jeden audit za obdobie dvanastich mesiacov
a obmedzenad na maximaine 3 pracovné dni a
na primerany rozsah, ktory si strany vopred
dohodni.  Audit je potrebné oznamit v
Primeranom predstihu minimalne sestdesiatich
dni, ak Zakon ¢ ochrane Udajov nevyzaduje
skorsi audit. Spolotnost SAP g Zakaznik vyugiji
aktudline certifikacie alebo iné spravy z auditov
na obmedzenie opakovania auditov. Zakaznik
aj spolognost SAP budy sami znadat svoje
vlastné ndklady na audit, s vynimkou pripadov,
ked Zakaznik vykondva audit na zaklade
Clanku 6.1 (c) (a ak z auditu nevyplynie, ze
doslo k porugeniu zo strany spoloénosti SAP, a
v takom pripade svoje viastné naklady na audit
bude znasat spolo¢nost SAP), 6.1 (d) alebo 6.1
(e). V takychto pripadoch bude Zakaznik znagaft
svoje vlastné naklady aj naklady na interné
prostriedky  spolo&nosti SAP, ktoré holi
potrebné na uskutoénenie audity. Ak z auditu
vyplynie, Ze spolo&nost SAP porudila svoje
povinnosti, ktoré jej vyplyvaju zo Zmluvy,

spolofnost SAP okamiite zabezpedi nipravu
porusenia na vlastné naklady.

7. EU ACCESS
7.1 Voliterns siuiba.
Ak je pristup EU Access zahruty v Objednavke,
spolodnost SAP sdhlasi s jej poskytovanim pre
opravnent Cloudowv sluZbu, ako je uvedené v
tomto Clanku 7.
7.2 EU Access.
Spoloénost SAP  bude pouZivat vyhradne
Eurdpskych subdodavatefov na poskytovanie
podpory pri pofadovani pristupu k Osobnym
udajom v Ciloudovej sluzbe.
7.3 Umiestnenie Datovych centier.,
Détové centra, ktoré budd hostitelmi Cloudovej
sluZby, sa budi od Datumu nadobudnutia
ucinnosti Objednavky nachddzat v EHP alebo
vo Svajiiarsku. Spoloénost SAP nebude bez
Predchadzajdce pisomného sihlasuy Zakaznika
(na tento (el sa moze pouzit aj e-mail)
migrovat indtanciu Zakaznika do Datového
centra mimo EHP alebo S$vajiiarska, Ak
spolo¢nost SAP planuje migrovaft instanciy
Zakaznika do datového centra v EHP aiebo vo
Svajliarsku, spolodnost SAP to pisomne oznami
Zakaznikovi (na tento Ucel sa méZe pouzit aj e-
mail) nie neskdr ako tridsaf dni pred
planovanou migréciou.
7.4 Vyluky.
PoZiadavky v Clankoch 7.2 3 7.3 sa nevztahuja
na nasledujice Osobné Udaje:

(a) kontaktné detaily odosielatela

hldsenia podpory,
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{b) Any other Personal Data
submitted by Customer when filing a
support ticket. Custorner may choose
not to transmit Personal Data when
filing a support ticket. If this data is
necessary

for the incident management process,
Customer may choose to anonymize that
Personal Data before any transmission
of the incident message to SAP;

(c) Personal Data in non-production
systems.

B. DEFINITIONS

Capitalized terms not defined herein will have
the meanings given to them in the Agreement,
“Data Center” means the location where the
production instance of the Cloud Service is
hosted for the Customer in its region, as
published at: http://www.sap.com/corporate-
enfabout/our- company/policies/data-

privacy-and-security/location-of-data-
center.html or notified to Customer or

otherwise agreed in an Order Form.

8.2 “Data Controller” means the natural
or legal person, public authority, agency or
other body which, alone or jointly with others,
determines the purposes and means of the
processing of Personal Data.

8.3 “Data Processor” means a natural or
legal person, public authority, agency or other
body which processes personal data on behalf
of the controller.

8.4 "Data Protection Law"” means the
applicable legislation protecting the
fundamental rights and freedoms of persons
and their right to privacy with regard to the
processing of Personal Data under the
Agreement.

8.5 "Data Subject” means an identified or
identifiable natural person.

8.6 "EEA" means the European Economic
Area, namely the European Union Member
States along with Iceland, Lichtenstein and
Norway.

8.7 "European Subprocessor” means a
Subprocessor that is physically processing
Personal Data in the EEA or Switzerland.

8.8 “"Personal Data” means any
information relating to a Data Subject For the
purposes of this DPA, it includes only personal
data entered by Customer or its Authorized

Data Processina Aoreement for SAP Cloud Services (DUAL) skSK.v.2-2017
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{b) lubovolné iné Osobné udaje,
ktoré Zakaznik ododle pri vypifani
hldsenia podpory (Zikaznik sa mbze
rozhodniif necdoslat Osobné Gdaje pri
vypifiani hlasenia podpory a ak tieto
udaje st potrebné

pri spracovani v rdmci spravy incidentov,
Zakaznik sa mbéZe rozhodnit pre
anonymizaciu tychto Osobnych Gdajov
pred prenosom hlasenia o incidente do
spoloCnosti SAP),

(c) Osobné ldaje v inych ne?

produktivnych systémoch.

8. DEFINICIE

Vyznam pojmov s velkymi podiato€nymi
pismenami, ktoré nie su definované v tomto
dokumente, je definovany v Zmluve. ,Datové
centrum®™ znamend miesto, ktoré je
hostitelom produktivnej initancie Cloudovej
sluzby pre Zakaznika v jeho regione, ako je to
publikované na stranke
htt:www.sa.comcororate-enbutour-
company/policies/data-privacy-and-
security/location-of-data-center.html
oznamené  Zikaznikovi, pripadne
odsuhlasené v Objednévke.

8.2 »Prevadzkovatel™ znamend fyzickd
alebo pravnickd osobu, organ verejnej spravy,
agentdru alebo akykolvek iny organ, ktory sam
alebo spoloéne s inymi urduje ucel a
prostriedky spracovania Osobnych (dajov,

8.3 ~Spracovatel™ znamenid fyzickd
alebo pravnickd osobu, organ verejnej spravy,
agentdru alebo akykolvek iny organ, ktory
spracovava osobné Udaje v mene
prevadzkovatela.

8.4 ~Zakon o ochrane Gdajov" znamena
prisluné pradvne predpisy na ochranu
zakladnych prav a slobdd os6b a ich prava na
sukromie v suvislosti so spracovanim Osobnych
tdajov podla Zmluvy.

alebo
inak

8.5 ,Dotknutd osoba" Znamena
identifikovand alebo identifikovatelnd fyzickl
osobu.

8.6 ~EHP® znamena Eurdpsky
hospodarsky priestor, diZe &lenské Staty
Europskej Gnie a Island, Lichtendtajnsko a
Norsko.

8.7 ~Eurépsky subdodavatel™ znamenad
Subdodavatela, ktory fyzicky spraciiva Oscbné
Udaje v EHP alebo vo Svajdiarsku.

8.8 »Osobné Gdaje™ znamena lubovolng
informacie, ktoré sa tykaju Dotknutej osoby.
Na ucely tejto ZSU zahffajd len osobné ddaje,
ktoré Zakaznik alebo jeho Opravneni
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Users into or derived from their use of the
Cloud Service. It also includes personal data
supplied to or accessed by SAP or its
Subprocessors in order to provide support
under the Agreement. Personal Data is a sub-
set of Customer Data.

8.9 “Security Breach” means a
confirmed (1) accidental or unlawful
destruction, loss, alteration, or disclosure of
Customer Personal Data or Confidential Data,
or (2) similar incident invelving Personal Data
for which a Data Processor is required under
applicable law to provide notice to the Data
Controller.

8.10 "Standard Contractual Clauses” or
sometimes also referred to the “EU Model
Clauses” means the (Standard Contractual
Clauses ({processors)) or any subsequent
version thereof released by the Commission
(which will automatically apply). The current
Standard Contractual Clauses are located at

http://ec.europa.eu/justice/data-
protection/international-

transfers/files/clauses for personal data tran

sfer processors ¢2010-593.doc.
They include Appendices 1 and 2

attached to this DPA.

8.11 ™Subprocessor” means SAP Affiliates
and third parties engaged by SAP or SAP’s
Affiliates to process personal data.

8.12 “Third Country Subprocessor”
means any Subprocessor incorporated outside
the EEA and outside any country for which the
European Commission has published an
adequacy decision as published
at
http://ec.europa.eu/justice/data-
rotecti international-

transfers/adequacy/index en.htm.

Data Processina Aareement for SAP Cloud Services (DUAL) skSK.v.2-2017
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pouzivatelia zadali do Cloudovej sluzby alebo
odvodili od svojho pouZivania Cloudovej sluzby.
Patria sem aj osobné (daje, ktoré boli
poskytnuté  spolonosti  SAP alebo  jej
Subdodévatefom alebo ku ktorym spoloénost
SAP alebo jej Subdoddvatelia ziskali pristup,
aby mohli poskytovat podporu na zaklade
Zmluvy. Osobné Gdaje si podmnoZinou Udajov
Zakaznika.

8.9 ~PorusSenie
znamena potvrdené (1) na&hodné alebo
nezakonné znienie, stratu, zmenu alebo
zverejnenie Osobnych Udajov alebo Dovernych
Udajov Zakaznika, alebo (2) podobny incident
v slvislosti s Osobnymi Udajmi, na ktoré
Spracovatel’ v sllade s prisiuénymi zakonmi
musi upozornit Prevadzkovatela,

8.10 ,Standardné zmiuvné dolozky",
ktoré sa niekedy oznaluji aj ako ,Modeloveé
doloZky EU”, znamenajl (Standardné zmluvné
dolozky (spracovatelia)} alebo ich lubovoinu
nasledna verziu, ktord vydala Komisia (a ktoré
sa zalnu automaticky uplatfiovat). Aktudline
Standardné zmluvné doloZky s k dispozicii na
stranke http://ec.europa.eu/justice/data-
protection/international-
transfers/files/clauses for personal data tran

sfer processors ¢2010-593.doc.
Obsahujl Prilohy 1 a 2 pripojené k tejto

zabezpeéenia™

Z5U.
8.11 ,Subdodavatel™ znamend Ovladané
osoby spolonosti SAP a tretie strany, ktoré si
spolo¢nost SAP alebo Ovlddané osoby
spoloCnosti SAP najali na spracovanie osobnych
dat.
8.12 ,Subdodavatel’ z tretej krajiny™
znamena Subdodavatela nachadzajliceho sa
mimo EHP 2 mimo lubovolnej krajiny, pre ktord
Eurépska komisia publikovala rozhodnutie o
adekvatnosti, ako je uvedené
na stranke
http://ec.europa.eu/justice/data-
rotection/international-

transfers/adequacy/index en.htm.
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Appendix 1 to Data processing agreement
and Standard Contractual Clauses

Data Exporter
The Data Exporter subscribed to a Cloud
Service that allows Authorized Users to enter,
amend, use, delete or otherwise process
Personal Data.

Data Importer
SAP and its Subprocessors provide the Cloud
Service that includes the following support:

SAP Affiliates support the Cloud Service data
centers remotely from SAP facilities in 5t
Leon/Rot (Germany), India and other locations
where SAP employs personnel in the
Operations/Cloud Delivery function. Support
includes:

Monitoring the Cloud Service

Backup & restoration of Customer Data
stored in the Cloud Service

Release and development of fixes and
upgrades to the Cloud Service

Monitoring, troubleshooting and
administering the underlying Cloud

Service infrastructure and database
Security monitoring, network-based
intrusion detection support, penetration
testing

SAP Affiliates provide support when a Customer
submits a support ticket because the Cloud
Service is not available or not working as
expected for some or all Authorized Users. SAP
answers phones and performs  basic
troubleshooting, and handles support tickets in
a tracking system that is separate from the
production instance of the Cloud Service.

Data Subjects

Unless provided otherwise by the Data
Exporter, transferred Personal Data relates to
the following categories of data subjects:
employees, contractors, business partners or
other individuals having Personal Data stored
in the Cloud Service.

Data Categories

The transferred Personal Data transferred
concerns the following categories of data:

Custemer determines the categories of data per
Cloud Service subscribed. Customer can
configure the data fields during implementation
of the Cioud Service or as otherwise provided
by the Cloud Service. The transferred Personal

- —~emnt for SAP Cloud Services (DUAL) skSK.v.2-2017
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Priloha 1 k Zmluve ¢ spracovani iadajov a
Standardnym zmluvnym dolozkam

Exportér adajov

Exportér Udajov s predplatenou Cloudovou
sluzbou, ktord umoZnuje  Opravnenym
pouZivatelfom zadavat, pozmefiovat, pouZivat,
odstrafiovat alebo inak spracovavat Osobné
(daje.

Importér udajov

Spolocnost SAP a jej Subdodavatelia poskytuju
Cloudovd sluzbu, ktord zahfiia nasledujicu
podporu:

Ovladané osoby spolotnosti SAP podporujd
datové centra Cloudovej sluzby na diatku zo
zariadeni spoloCnosti SAP v St. Leon/Rot
{Nemecko), Indii a na dalSich miestach, kde
spoloénost SAP zamestndva persondl na
pozicidch stvisiacich s prevadzkovanim a
dodavkou Cloudovych sluZieb. Podpora zahffa:
« monitorovanie Cloudovej sluZby,

e zélohovanie a obnovu Udajov Zékaznika,
ktoré su ulozené v Cloudovej sluzbe,
vydavanie a vyvoj oprav a inovacii pre
Cloudovd sluzbu,
monitorovanie a spravu suvisiacej
infradtruktury a databazy Cloudovej sluzby
a riegenie s nimi stvisiacich problémov,
monitorovanie zabezpecenia, pocdporu pre
zistovanie neopravnenych vniknuti cez sief a
testovanie nepreniknuteinosti.

Ovladané osoby spolo&nosti SAP poskytuja
podporu, ked Zakaznik odoile hlasenie podpory
z dévodu nedostupnosti Cloudovej sluZba pre
niektorych alebo  vSetkych  Opravnenych
poufivatetov alebo ak Cloudovd sluZba
nefunguje podla ofakdvani. Spolotnost SAP
odpoveda na telefondty, vykondva zakladné
riefenie problémov a spraciva hlasenia
podpory v sledovacom systéme, ktory je
oddeleny od produktivnej instancie Cloudovej
sluzby.

Dotknuté osoby

Ak Exportér udajov neuvedie inak, prenesené
Oscbné (idaje sa tykaju nasledujlicich kategorii
dotknutych osdb: zamestnanci, zmluvni
dodévatelia, obchodni partneri alebo ini
jednotlivci, ktorych Osobné (daje su uloZené v
Cloudovej sluzbe.

Kategérie udajov

Prenesené Osobné Udaje sa tykajl nasledujucich
kategérii Gdajov:

Zakaznik uréuje kategérie U(dajov podla
predplatenej Cloudovej sluzby. Zakaznik mdze
konfigurovat datové polia pocas implementacie
Cloudovej sluzby alebo tak, ako umoZiuje
Cloudova sluzba. Prenesené Osobné udaje sa
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Data typically relates to the following
categories of data: name, phone numbers, e-
mail address, time zone, address data, system
access / usage / authorization data, company
name, contract data, invoice data, plus any
application-specific data that Authorized Users
enter into the Cloud Service and may include
bank account data, credit or debit card data.

Special Data Categories (if appropriate)
The transferred Personal Data concerns the
following special categories of data: As set out
in the Order Form, if any.

Processing Operations

The transferred Personal Data is subject to the

following basic processing activities:

+ use of Personal Data to set up, operate,
monitor and provide the Cloud Service
(including Operational and Technical
Support)
provision of Consulting Services,
communication to Authorized Users
storage of Personal Data in dedicated Data
Centers (multi-tenant architecture)

upload any fixes or upgrades to the Cloud
Service

back up of Personal Data

computer processing of Personal Data,
including data transmission, data retrieval,
data access

network access to allow Personal
transfer

execution of instructions of Customer in
accordance with this Agreement

Data

__gat;a_ Processing Agreement for SAP Cloud Services (DUAL) skSK.v.2-2017
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zvy&ajne tykaju nasledujucich kategorii udajov:

mena, telefénne ¢&isla, e-mailové adresy,

¢asové pasma, udaje o adresach, Udaje o

pristupe k systémom, pouZivani systémov a

opravneniach pre systémy, nazvy spoloénosti,

zmluvné adaje, fakturainé ddaje a akékolvek
udaje Zpecifické pre wurité aplikdcie, ktoré

Opravneni pouzivatelia zadaji do Cloudovej

sluzby, a méZu zahfhat Gdaje o bankovych

Uétoch a kreditnych alebo debetnych kartach.

Pripadné Specialne kategérie dadajov

Prenesené Osobné udaje sa tykaju

nasledujucich Specidinych kategdrii udajov: ako

je uvedené v Objednavke (ak je uvedené v

Objednavke).

Operacie spracovania

Prenesené Osobné ddaje sa spracivajlo v

nasledujlcich zakladnych eperéciach:

» pouzitie Osobnych Gdajov na nastavenie,
prevadzkovanie, monitorovanie a
poskytovanie Cloudovej sluzby (vratane
Prevadzkovej a technickej podpory),
poskytovanie Poradenskych sluZieb,
komunikacia s Opravnenymi pouZivatelmi,
uchovavanie Osobnych Udajov Vo
vyhradenych Datovych centrach
(architektlra s viacerymi klientmi),
nahravanie oprav alebo inovacii do
Cloudovej sluzby,
zalohovanie Osobnych Udajov,
pocitacové spracovanie Osobnych Udajov
vratane prenosu Udajov, vyhladavania
udajov, pristupu k Udajom,
siefovy pristup na umoZnenie prenosu
Osobnych Udajov,
realizdcia pokynov Zakaznika v sulade s
touto Zmluvou.
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Appendix 2 - Technical and
organizational Measures

1, TECHNICAL AND ORGANIZATIONAL
MEASURES
The following sections define the SAP's current
security measures. SAP may change these at
any time without notice so long as it maintains
a comparable or better level of security. This
may mean that individual measures are
replaced by new measures that serve the same
purpose without diminishing the security level.

1.1 Physical Access Control.
Unauthorized persons

process and/or use Personal Data are located.

Measures:

» SAP protects its assets and facilities using
the appropriate means based on a security
classification conducted by an internal
security department,

In general, buildings are secured through
access control systeams (e.g., smart card
access system).

As a minimum reguirement, the outermost
entrance points of the building must be
fitted with a certified key system including
modern, active key management.
Depending on the security classification,
buildings, individual areas and surrounding
premises may be further protected by
additional measures. These include specific
access profiles, video surveillance, intruder
alarm systems and biometric access control
systems.

Access rights are granted to authorized
persons on an individual basis according to
the System and Data Access Control
measures (see Section 1.2 and 1.3 below).
This also applies to visitor access. Guests
and visitors to SAP buildings must register
their names at reception and must be
accompanijed by authorized SAP
personnel.

* SAP employees and external personnel
rmust wear their ID cards at all SAP
locations.

Additional measures for Data Centers:

Data Processing Agreement for SAP Cloud Services (DUAL) skSK.v.2-2017

are prevented from
gaining physical access to premises, buildings or
rooms where data processing systems that

Priloha E

Prilcha 2 — Technické a organiza&né
opatrenia

1. TECHNICKE A ORGANIZACNE
OPATRENIA

Nasledujice  <lanky  definuju  aktudlne
bezpeénostné opatrenia spolofnosti  SAP.
Spolofnost SAP ich mbZe kedykolvek a bez
upozornenia zmenif pri zachovani
porcvnaternej alebo vysiej drovne
zabezpefenia. Mdze to znamenat, Ze
jednotlivé opatrenia sa nahradia novymi
opatreniami, ktoré pinia rovnaky (cel, bez
znizenia Urovne zabezpecenia.

1.1 Kontrola fyzického pristupu.

Neopravnenym osobam je zabranené ziskaf

fyzicky pristup k priestorom, budovam alebo

miestnostiam, kde sa nachadzaji systémy na
spracovanie Odajov, ktoré spracuvajl alebo
pouZivajl Osobné Udaje.

Opatrenia:

» Spoloénost SAP poufiva na ochranu
svojho majetku a zariadeni primerané
prostriedky  na  zdklade klasifikacie
zabezpedlenia, ktory vypracovalo
oddelenie pre interné zabezpecenie.
Budovy sU vo vSeoabecnosti zabezpecené
prostrednictvom systémov kantroly
pristupu (napr. systém kontroly pristupu
cez karty smart card).
Pozaduje sa, aby aspof vonkajsie vchody
budov boli vybavené certifikovanym
systémom kluca, ktory zahifia modernd a
aktivnu spravu kiicov.
V zavistosti od bezpeénostnej klasifikacie
mozu byt jednotlivé budovy, samostatné
plochy a okolité priestory chréanené
daldimi  opatreniami. Tieto zahrhajd
Specifické pristupové profily, dohlad
prostrednictvorm  videa, systémy na
varovanie pred vniknutim a biometrické
systémy riadenia pristupu.
Pristupové prava sa udeluji opravnenym
osobam npa individudlnej baze podla
opatreni na kontrolu pristupu k systémom
a adajom (pozri Clanky 1.2 a 1.3 nizdie).
Toto sa vztahuje aj na pristup
navitevnikov. Mend hosti a nadvitevnikov
v budovach spolofnosti SAP sa musia
registrovat na recepcii a hostia a
navitevnici musia byf sprevddzani
autorizovanym persondlom spolocnosti
SAP,

« Zamestnanci spoloénosti SAP a externy

perscndl musia nosif identifikaéné karty vo
véetkych priestoroch spoloénosti SAP.

Dalgie opatrenia pre Datove centra:
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1.2

All Data Centers adhere to strict security
procedures enforced by guards,
surveillance cameras, motion detectors,
access control mechanisms and other
measures to prevent equipment and Data
Center facilities from being compromised.
Only authorized representatives have
access to systems and infrastructure within
the Data Center facilities. To ensure proper
functionality, physical security equipment
(e.g., motion SeNsors, cameras, etc.)
undergo maintenance on a regular basis.

SAP and all third party Data Center
providers log the names and times of
persons entering SAP’s private areas within
the Data Centers.

System Access Control.

Data processing systems used to provide the
SAP Services must be prevented from being
used without authorization.

Measures:

Multiple authorization levels are used when
granting access to sensitive systems,
including those storing and processing
personal Data. Processes are in place to
ensure that authorized users have the
appropriate authorization to add, delete, or
modify users.

All users access SAP's systems with a
unique identifier (user 1D).

SAP has procedures in place to ensure that
requested authorization changes are
implemented only in accardance with the
guidelines (for example, no rights are
granted without authorization). If a user
leaves the company, his or her access
rights are revoked.

SAP has established a password policy that
prohibits the sharing of passwords, governs
responses to password disclosure, and
requires passwords to be changed on a
regular basis and default passwords to be
altered. Personalized user IDs are assigned
for authentication. All passwords must
fulfill defined minimum requirements and
are stored in encrypted form. In the case of
domain passwords, the system forces 2
password change every six months in
compliance with the regquirements for

1.2

Priloha E

yietky Déatové centrd musia dodrziavat
prisne procedary zabezpetenia
presadzované prostrednictvom personalu
bezpeénostnych sluZieb, bezpednostnych
kamier, detektorov pohybu, mechanizmov
na kontrolu pristupu a dal$imi opatreniami
na predchadzanie ohrozeniu zariadeni a
Datovych centier. Pristup k systémom a
infradtruktare v zariadeniach Datovych
centier maji iba oprévneni zastupcovia.
Na zaistenie spravnej funkénosti sa
vykonava pravidelna Udrzba fyzickych
bezpeZnostnych zariadeni {napt.

snimatov pohybu, kamier atd.}.

Spolognost SAP a véetd poskytovatelia
slufieb Datovych centier trete] strany
zapisuju mena 3 fasy pristupu 0soD
vstupujlcich do vyhradenych priestorov
spotoénosti SAP v ramci Datovych centier.
Kontrola pristupu k systéemu.

Systémy na spracovanie tdajov sliziace na
poskytovanie sluZieb SAP musia byt chranené
pred pouZitim bez opravnenia.

Opatrenia:

Data Processing Agreement for SAP Cloud Services (DUAL) skSK. v.2-2017

Pri  udefovani pristupu K citlivym
systémom vratane systemov
uchovavajucich a spracuvajucich Osobné
ddaje sa uplatfiuju viaceré urovne
opravneni. Uplatfiuji sa procesy, ktoré
zaruduju, aby opravneni pouzivatelia mali
spravne opravnenia na pridavanie,
odstrahovanie alebo modifikovanie
pouZivatelov.

Vietci pouzivatelia pristupujl k systémom
spolognosti SAP § jedinednym
identifikatorom (ID pouZzivatela).
spolo&nost  SAP uplathuje postupy na
zabezpelenie implementacie
pozadovanych zmien opravneni iba ¥
silade s pravidlami (ako je napriklad
neudelovanie prav bez opravnenia). Ak
pouZivatel opusti spoloénost,  jeho
pristupové préva sa zrusia.

Spoloénost  SAP stanovila pravidla pre
hesla, ktoré zakazuju zdiefanie hesiel,
uréuji postupy v pripade odhalenia hesla
a vyzaduji pravidelnd zmenu hesiel a
zmenu predvolenych hesiel. Na overenie
sa priraduju prispdsobené 1D pouzivatela.
Vietky hesla musia spifiat definované
minimalne poZiadavky a sd uloZené Vv
tifrovanej forme. V pripade doménovych
hesiel systém vynucuje zmenu hesla
kasdych Sest mesiacov a V stilade s
poZziadavkami na zlozitost hesla. KaZdy
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complex passwords. Each computer has a
password-protected screensaver.

The company network is protected from the
public network by firewalls.

SAP uses up-to-date antivirus software at
access points to the company network (for
e-mail accounts), as well as on all file
servers and all workstations.

Security patch management is
implemented to ensure regular and
periodic deployment of relevant security
updates.
Full remote access to SAP's corporate
network and critical infrastructure s
protected by strong authentication.
1.3 Data Access Control .
Persons entitled to use data processing
systems gain access only to the Personal Data
that they have a right to access, and Personal
Data must not be read, copied, modified or
removed without authorization in the course of
processing, use and storage.

Measures:

¢ As part of the SAP Security Policy, Personal
Data requires at least the same protection
ievel as “confidential” information
according to the SAP Information
Classification standard.

Access to personal, confidential or sensitive
information is granted on a need-to-know
basis. In other words, employees or
external third parties have access to the
information that they require in order to
complete their  work. SAP uses
authorization concepts that document how
authorizations are assigned and which
authorizations are assigned to whom. All
personal, confidential, or otherwise
sensitive data is protected in accordance
with the SAP security policies and
standards, Confidential information must
be processed confidentially.

All production servers are operated in the
Data Centers or in secure server rcoms.
Security measures that protect applications
processing personal, confidential or other
sensitive  information are  regulariy
checked. To this end, SAP conducts internai
and external security checks and
penetration tests on its IT systems.

sowo-or e cap Cloud Services (DUAL ) skSK.v.2-2017
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pocitac ma Setri¢ obrazovky chraneny
heslom.

Podnikova siet je chranena pred verejnou
siefou branami firewall.

Spolodnost  SAP  pouZiva  aktudiny
antivirusovy softvér v  pristupovych
bodoch do podnikovej siete {(pre e-mailové
kontd), ako aj vo vietkych suborovych
serveroch a  vSetkych  pracovnych
staniciach.

Implementovana je aj spréva opréav
zabezpedenia, ktord zaisfuje riadne a
pravidelné nasadzovanie relevantnych
aktualizacii zabezpedenia.

Uplny vzdiateny pristup k podnikovej sieti
a kritickej infradtruktire spoloénosti SAP
je chraneny adinnym overovanim,

1.3 Kontrola pristupu k ddajom.

Osoby opravnené na pouiivanie systémov na

spracovanie Udajov musia maf pristup iba k

Osobnym ddajom, ku ktorym maju pravo na

pristup, a Osobné Udaje sa podas spracovania,

pouZivania a uchovavania nesm( bez
opravnenia ditat, kopirovat, upravovat ani
odstrafovat,

Opatrenia:

v Vramci pravidiel zabezpeéenia spoloénosti
SAP sa pre Osobné lddaje wvyZaduje
minimalne rovnaka droven ochrany ako v
pripade ,dbvernych® informdcii podla
&tandardu Klasifikécie informacii
spolo&nosti SAP.
Pristup k osobnym,

dévernym alebo
citlivym informacidm sa udeluje na bdze
potreby pristupu k informacidm. Inak

povedané, zamestnanc alebo externé
tretie strany maju pristup k informaciam,
ktoré potrebuju na wvykondvanie svojej
prace. Spolotnost SAP pouZiva koncepty
opravneni, ktoré dokumentuji, ako sa
opravnenia priraduju a komu sa priraduji
aké opravnenia, Vietky osobné, déverné
alebo inak citlivé data sa chranené v
slilade so Standardmi a pravidiami
zabezpedenia spolo¢nosti SAP, Dbverné
informacie sa musia spracovavat ako
déverné.

Vietky produkéné servery si
prevadzkované v Datovych centrach alebo
zabezpedenych serverovych
miestnostiach. Bezpeénostné opatrenia,
ktoré ochrafuju aplikacie spraclvajuce
oscbné, dbverné alebo iné citlivé
informacie, sa pravidelne kontroluju. Na
tento Ufel spoloénost SAP uskutodhuje
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SAP does not allow the installation of
personal software or other software that
has not been approved by SAP.

An SAP security standard governs how data
and data carriers are deleted or destroyed
once they are no longer required.

1.4 Data Transmission Control.

Except as necessary for the provision of the
Services in accordance with the relevant
service agreement, Personal Data must not be
read, copied, modified or removed without
authorization during transfer. Where data
carriers are physically transported, adequate
measures are implemented at SAP to ensure
the agreed-upcn service levels (for example,
encryption and lead-lined containers).

Personal Data transfer over SAP internal
networks are protected in the same
manner as any other confidential data
according to SAP Security Policy.
When data is transferred between SAP and
its customers, the protection measures for
the transferred Personal Data are mutually
agreed upon and made part of the relevant
Agreement. This applies to both physical
and network based data transfer. In any
case, the Customer assumes responsibility
for any data transfer once it is outside of
SAP-controlled systems (e.g. data being
transmitted outside the firewall of the SAP
Data Center).

1.5 Data Input Control.

It will be possible to retrospectively examine

and establish whether and by whom Personal

Data have been entered, modified or removed

from SAP data processing systems.

Measures:

s SAP only allows authorized persons to
access Personal Data as required in the

course of their work.
SAP has implemented a logging system for

input, modification and deletion, or
blocking of Personal Data by SAP or its
subprocessors within SAP's Products and
Services to the fullest extent possible.

1.6 Job Control.

Personal Data being processed on commission
(i.e., Personal Data processed on a customer’s
behalf) is processed solely in accordance with

Data Processing Agreement for SAP Cloud Services (DUAL) skSK.v.2-2017

Priloha E

interné a externé kontroly zabezpectenia a
testy nepreniknutelnosti k svojim 1T
systémom,

Spolo¢nost SAP nepovoluje instalaciu
osobného softvéru ani iného softvéru,
ktory nebo! schvdleny spoloénostou SAP.
Bezpelfnostny Standard spolofnosti SAP
uréuje, ako sa odstrafiuju alebo nicia
Udaje a datové nosie, ktoré ui nie si
potrebné.

1.4 Kontrola prenosu ddajov,

S vynimkou nevyhnutnou na poskytovanie

Sluzieb v sdlade s prisiuinou zmluvou o

poskytovani sluZieb sa Osobné (idaje nesm

potas prenosu citat, kopirovat, medifikovat
ani odstrafiovat bez povolenia. Pri fyzickej
preprave nosiov dat sa v spoloénosti SAP
uplatfiuji primerané opatrenia na
zabezpecenie odslhlasenej drovne slufby

(napriklad  Sifrovanie alebo  kontajnery

poskytujlice ochranu proti

elektromagnetickému Ziareniu).

» Osobné (daje prenasané cez interné siete
spoloénosti SAP su v silade s pravidlami
zabezpecdenia spoloénosti SAP chranené
rovnako ako akékolvek iné déverné ddaje.
Pri prenose (dajov medzi spolocnostou
SAP a jej zakaznikmi sO ochranné
opatrenia pre prenasané Osobné idaje
vzadjomne odsihlasené a zadlenené do
prislusnej Zmluvy. Toto sa vztahuje na
fyzicky aj na siefovy prenos Udajov. Po
preneseni Gdajov mimo systémy ovladané
spoloénostou SAP (napr. po preneseni
Gdajov von z brany firewall Datového
centra spoloénosti SAP) prebera za véetky
prenosy Udajov zodpovednost Zakaznik.

1.5 Kontrola adajovych vstupov,

Musi byt moZné spatne preskumat a zistit, &i v

systémoch spracovania (dajov spolo€nosti

SAP doslo k zadaniu, modifikovaniu alebo

odstraneniu Udajov a kto vykonal dany krok.

» SpoloZnost SAP poskytuje opravnenym
csobdm pristup k Osobnym ddajom tak,
ako je to potrebné pre ich pracu.
Spolo¢nost SAP implementuje systém na
zaznamenavanie zadavania,
modifikovania a odstrafnovania alebo na
blokovanie Osebnych Gdajov spoloénostou
SAP alebo jej Subdodavatelmi v ramci
Produktov a Sluzieb spoloénosti SAP v
maximalnom moinom rozsahu.

1.6 Kontrola vykonavania dloh.

Osobné Gdaje spracovdvané na zdklade

poverenia (t. j. Osobné Udaje spracovavané v

mene zakaznika) sa spracivaju vyluéne v
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Priloha E

the relevant agreement and related sulade s prisludnou zmluvou @2 suvisiacimi

instructions of the customer. pokynmi zakaznika.

Measures: Opatrenia:

. SAP uses controls and processes to ensure « Spolofnost SAP poutiva kontroly 2
compliance with contracts between SAP procesy na zabezpecenie stiladu SO
and its customers, subprocessors or other zmluvami medzi spolotnostou SAP a j&j
service providers. zakaznikmi, subdodavatelmi alebo inymi

poskytovatelmi sluZieb.
As part of the SAP Security Policy, Personal . Vramcipravidiel zabezpedenia spolo¢nosti
Data requires at least the same protection SAP sa pre Osobné udaie yyzaduje
level as “canfidential” information minimalne rovnaka Groveh ochrany 2ko v
according to the SAP  Information pripade dovernych® informacii  podia
Classification standard. étandardu klasifikacie informacii
spolo&nosti SAP.
All SAP employees and contractual . Vietci zamestnanci spolotnosti SAP a jej
subprocessors or other service providers zmluvni subdodavatelia alebo  ini
are contractually bound to respect the poskytovatehia sludieb su zmluvne
confidentiality of ail sensitive information zaviazani respektovat dévernost vietkych
including trade secrets of SAP customers citlivych informacii vratane obchodnych
and partners. tajomstiev s4kaznikov @  partnercy
spolotnosti SAP.
For on premise support services, SAP .« Na ugely sluZieb podpory ¥ mieste
provides a specially designated, secure prevadzky spoloi':nost' SAP  poskytuje
support ticket facility in which SAP provides ipecidlne pavrhnuté 23 zabezpelené
a special access-controlled and monitored rariadenie pre hldsenia podpory, v ktorom
security area for transferring access data spoulof:'n;ost' SAP  poskytuje ¥pecidlny
and passwords. SAP customers have priestor na prenos Gdajov o pristupoch a
control  over  their remote support hesiel, ktory je chraneny proti pristupu @
connections at all times. SAP employees ma monitorované zabezpecenie. Zakaznici
cannot access a customer system without spolognosti SAP maju po cely &as kontrolu
the knowledge or full active participation of nad svejimi pripojeniarni na poskytovanie
the customer. podpory na dialku. Zamestnanci
spoloZnosti SAP nemdzu ziskat pristup do
systému sakaznika bez vedomia alebo
Gplnej aktivnej spoluucasti zakaznika.

1.7 Availability Control. 1.7 Kontrola dostupnosti.

personal Data will Dbe protected against Osobné udaje musia byf chranené pred

accidental or unauthorized destruction or loss. nahodnym alebo nedmyseinym znitenim alebo

stratou.

Measures: Opatrenia:
. SAP employs backup processes and other . SpoloénosE SAP vyuZiva procesy
measures that ensure rapid restoration of zalohovania a daldie opatrenia, ktoré
business critical systems as and when zaistuju  rychle obnovenie  kli€ovych
necessary. podnikow{;ch systémov tak, ako a kedy je
to potrebné.
SAP uses uninterrupted power supplies (for Spoloénost’ SAP pouziva zdroje
example: UPS, batteries, generators, etc.) nepreruéovaného napajania (naprikiad
to ensure power availability to the Data UPS, Dbatérie, generatory atd.) na
Centers. saistenie  dostupnosti napajania pre
Datové centra.
SAP has defined contingency plans as well Spolotnost  SAP ma  vypracované
as business and disaster recovery kontingenéné plany, ako aj a stratégie na
strategies for the provided Services. obnovenie prevadzky a obnovenie po
katastrofe pre poskytované sluzby.
Emergency DProCesses and systems are Procesy a systémy pre pripad nidze sa
regularly tested. pravidelne testuju.
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1.8 Data Separation Control.

Personal Data collected for different purposes

can be processed separately.

Measures:

* SAP uses the technical capabilities of the
deployed software (for example: multi-
tenancy, or separate system landsca pes) to
achieve data separation among Personal
Data originating from multiple customers.

Customers (including their Affiliates) have
access only to their own data.

If Personal Data is required to handle a
support incident from a specific customer,
the data is assigned to that particular
message and used only to process that
message; it is not accessed to process any
other messages. This data is stored in
dedicated support systems.

1.9 Data Integrity Control .

Personal Data will remain intact, complete and
current during processing activities.

Measures:

SAP  has implemented a muilti-layered
defense strategy as a pratection against
unauthorized maodifications.

In particular, SAP uses the following to
implement the control and measure sections
described above.

In particular:
Firewalls;
Security Monitoring Center;
Antivirus software;
Backup and recovery;
External and internal penetration testing;

Regular external audits to prove security
measures.

Data Procecsing dnraamant #ns €AD Flnad Services { DUAL) skSK.v.2-2017

Priloha E

1.8 Kontrola oddelenia dudajov.
Osobné Udaje zhromazdované na odligné Géely
moZu byt spracované oddelene. Opatrenia:

* Spolofnost SAP  wvyuZiva technické
moznosti nasadeného softvéru (napriklad
oddelené systémové infradtruktiry alebo
systémové infradtruktiry s viacerymi
klientmi) na zaistenie oddelenia Osobnych
Odajov jedného zdkaznika od Osobnych
udajov ostatnych zakaznikov.

Zéakaznici (vratane svojich QOvladanych
0s6b) maju pristup iba k svojim vlastnym
udajom.

Ak si Osobné Gdaje potrebné na
spracovanie incidentu podpory
konkrétneho zdkaznika, priradia sa k
danému konkrétnemu hlaseniv a pouziji
sa len na spracovanie tohto hldsenia a
nepristupuje sa k nim Géely spracovania
inych hiaseni. Tieto Udaje st uloZené vo
vyhradenych podpornych systémoch.

1.9 Kontrola integrity adajov.

Osobné (daje zostani poas spracovania

nedotknuté, (ipIné a aktudine.

Qpatrenia:

Spolo¢nost  SAP m&  implementovan

viacvrstvovi obranni stratégiu na ochranu

pred neopravnenymi modifikaciami.

Na uplatiovanie riadenia a opatreni

popisanych v &ldnkach vy&sie spolotnost SAP

pouziva nasledujlice prostriedky.

Ide najma o tieto sGéasti:
brany firewall,
centrum monitorovania zabezpedenia,
antivirusovy softvér,
zélohovanie a obnovenie,

testovanie externého a interného
vniknutia,

pravidelné externé audity na overenie
bezpetnostnych opatreni.
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