Celldex Therapeutics Inc. - Processor-Controller
Data Protection Agreement (Long-Form)

Celldex Therapeutics Inc. - Zmluva o ochrane
udajov medzi spracovatelom a kontrolorom (dlhy

formular)

THIS DATA  PROTECTION  AGREEMENT  (the
“Agreement”) effective as of the day of the last Party
signs the Agreement (“Effective Date”) is made and
entered into,

TATO ZMLUVA O OCHRANE OSOBNYCH UDAJOV (d’alej
len ,,zmluva“) Géinna odo dna, ked’ posledna zmluvna
strana podpiSe zmluvu (,,Datum ucinnostiv), je
uzatvorena a u¢inna,

BETWEEN:

MEDZI:

(8] Celldex Therapeutics Inc. (“Sponsor”) with
its a place of business at 53 Frontage Road, Suite 220,
Hampton, NJ 08827, USA,; and

@ Celldex Therapeutics Inc. (,,zadavatel*) so
sidlom na adrese 53 Frontage Road, Suite 220,
Hampton, NJ 08827, USA; a

(2) Fakultnd nemocnica Trnava (referred to in this
DP Agreement as “Institution”), with its primary
business address at A. Zarnova 11, 917 75 Trnava,

Slovak Republic

ID No.: i

VAT No.:

Established by the Establishment Charter of the

Ministry of Health of the Slovak Republic no.
I < I - -rmendied by

later decisions

represented by: [ GTGcCNNGGEEEEEEE .. oircctor

2 Fakultna nemocnica Trnava (d’alej len v tejto
zmluve ako ,, zdravotnicke zariadenie®), s primarnou
adresou podniku na adrese A. Zarnova 11, 917 75
Trnava, Slovenska republika

ID No.:

VAT No.:

zriadend rozhodnutim Zriadena Zriad'ovacou listinou
zo dia Vv zneni

neskorsich rozhodnuti

kona'luca prostrednictvom: || G

1aditel'a

') N (referred to in this

Agreement as “Principal Investigator”), permanent

address of the Erinciial investiﬁator

@ I (il v tejto
zmluve ako “hlavny skuSajuci”) adresa bydliska
Hlavného skuSajuceho

(each a “Party” and together the “Parties”)

(kazda ako ,,zmluvna strana “a spoloéne ,,zmluvné
strany”).

WHEREAS, Sponsor wishes to support multi-center
clinical trial(s) involving their investigational drug(s)
under applicable Protocol(s) (as defined in the relevant
Clinical Trial Agreement) (each a “Clinical Trial”).
Each Clinical Trial is being conducted in accordance
with, and the Parties have entered, or will enter into, a
Clinical Trial Agreement (the “CTA”).

KEDZE Zadavatel chce podporit multicentrické
klinické skuSanie(-a) zahfiiajuce jeho skuSany liek(-y)
podl’a prislusného protokolu (-ov) klinického skusania
(ako je definované v prislusnej zmluve o klinickom
skusani) (kazdé d’alej len , klinické skuSanie*). Kazdé
klinické skuSanie sa vykonava v stlade so zmluvnymi
stranami, ktoré uzavreli alebo uzavrd zmluvu o
klinickom skusani (,,CTA”).

WHEREAS, for the purposes of the Clinical Trial and
in accordance with the applicable CTA, it will be
necessary for the Parties to process personal data
(including, Trial Subject Data).

KEDZE na tcely klinického skusania a v sulade s
plathou CTA bude potrebné, aby zmluvné strany
spracuvali osobné udaje (vratane udajov o Gc¢astnikoch
klinického skusania).

WHEREAS, each Party has entered into this
Agreement to address the lawful processing of personal
data.

NOW THEREFORE, in consideration of the mutual
covenants exchanged herein and for other valuable

KEDZE kazda zmluvna strana uzavrela tato zmluvu s
ciel'om riesit’ zakonné spracovanie osobnych udajov.

TERAZ, s ohl'adom na vzajomné zavizky vymenené
v tejto zmluve a za iné cenné protiplnenie, ktorych
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consideration, the adequacy and receipt of which are
hereby acknowledged, the Parties hereby act and agree
as follows:

primeranost’ a prijatie sa tymto uznavaji,zmluvné
strany tymto konaju a dohodli sa takto:

1. DEFINITIONS AND INTERPRETATION

1. VYMEDZENIE POJMOV A ICH VYKLAD

1.1.  The following terms shall have the following
meanings:

“Clinical Trial Data” means Clinical Trial Personnel
Data and Clinical Trial Subject Data.

“Clinical Trial Personnel Data” means personal data
of Institution and Principal Investigator personnel
processed under or in connection with the applicable
CTA for purposes of the Clinical Trial.

“Clinical Trial Subject Data” means personal data of
Clinical Trial subjects (“Clinical Trial Subjects”)
processed under or in connection with the applicable
CTA for purposes of the Clinical Trial.

“Data Protection Laws” means, for the purposes of this
Agreement, applicable laws relating to privacy and/or
data protection, which are applicable to either Party. It
shall include as applicable (i) the EU e-Privacy
Directive 2002/58/EC as implemented by countries
within the European Economic Area (“EEA”); (ii) the
EU General Data Protection Regulation 2016/679
(“GDPR”) as implemented by countries within the
EEA, and (iii) other laws, rules and regulations that are
similar, equivalent to, or successors to the laws that are
identified in (i) or (ii) above.

“Restricted Transfer” means a transfer of personal
data from or which originated in the EEA to a country
outside of the EEA that is not considered to provide an
“adequate level” of data protection by the European
Commission and where such transfer is subject to the
GDPR.

“Standard Contractual Clauses” means the Standard
Contractual Clauses attached at Schedule 2 hereto.

The terms “controller”, “data subject”, “personal
data”, “personal data breach”, “processor”, and
“processing” shall have the same meanings ascribed to
them under the GDPR.

1.1. Nasledujlce pojmy maju tento vyznam:
,Udaje o Kklinickom skii§ani“ si tGdaje o personali
klinického skusania a Udaje o uastnikoch klinického
skasania.

,Udaje o personali klinického skii§ania“ st osobné
Gdaje personélu zdravotnickeho zariadenia a hlavného
skusajuceho practivané na zéklade platnej CTA alebo v
suvislosti s flou na ucely klinického skuSania.

,Udaje o i¢astnikoch klinického skugania“ st osobné
udaje tucastnikov klinického skuSania (“acastnici
klinického skuSania”) spractivané na zaklade platnej
CTA alebo v suvislosti s niou na ucely klinického
skasania.

“Z&kony o ochrane udajov* znamenaju na ucely tejto
zmluvy, platné zékony tykajuce sa sukromia a/alebo
ochrany Udajov, ktoré sa vztahuju na ktorikol'vek
zmluvna stranu. Zahfiia ako uplatnitel'né (i) smernicu
EU o ochrane sokromia a elektronickych
komunikéciach 2002/58/ES, ako ju implementuju
krajiny v rdmci Eurdpskeho hospodarskeho priestoru
(,EHP“); (ii) Vieobecné nariadenic EU o ochrane
Gdajov 2016/679 (,,GDPR¥), ako ho uplatiiuju krajiny
EHP, a (iii) dalSie zékony, pravidla a predpisy, ktoré su
podobné, rovnocenné alebo nastupcovia zakonov
uvedenych v bode (i) alebo (ii) vyssie.

“Obmedzeny prenos* je prenos osobnych Udajov z
alebo ktoré maju pévod v EHP do krajiny mimo EHP,
ktora sa nepovazuje za krajinu poskytujicu ,,primeranu
uroven“ ochrany udajov Europskou komisiou a kde
takyto prenos podlieha GDPR.

“Standardné zmluvné dolozky“ s Standardné
zmluvné dolozky priloZené v prilohe 2 k tejto zmluve.
Pojmy ,,prevadzkovatel*, ,,dotknuta osoba“, ,,0sobné
Gdaje“, ,,porusenie ochrany osobnych tdajov*,
Sprostredkovatel* a ,spracUvanie“ maju rovnaky
vyznam, aky sa im pripisuje podl'a GDPR.

1.2. To the extent:

a) the terms contained in this Agreement conflict
with those contained in the applicable CTA, the terms
in this Agreement shall govern and control to the extent
such conflict relates to the processing of personal data;
and

b) the terms contained in this Agreement conflict
with those contained in the Standard Contractual
Clauses, the terms in the Standard Contractual Clauses

1.2. V rozsahu, v akom:

a) st pojmy obsiahnuté v tejto zmluve v rozpore s
podmienkami obsiahnutymi v  prislusnej CTA,
podmienky v tejto zmluve sa riadia a kontroluja v
rozsahu, v akom sa takyto rozpor tyka spracovania
osobnych Gdajov; a

b) pojmy obsiahnuté v tejto zmluve su v rozpore
s podmienkami obsiahnutymi v  S$tandardnych
zmluvnych dolozkach, podmienky v Standardnych
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shall prevail to the extent such conflict relates to a
Restricted Transfer.

zmluvnych dolozkach maju prednost’ v rozsahu, v akom
sa takyto rozpor tyka obmedzeného prenosu.

2. GENERAL

2. VSEOBECNE

2.1. Each Party shall comply with Data Protection
Laws and the terms of this Agreement.

2.1. Kazda zmluvna strana je povinna dodrzZiavat
Zakony o ochrane Udajov a podmienky tejto zmluvy.

2.2.  Each Party acknowledges that:

a) where a Party is processing Clinical Trial
Personnel Data, such Party shall be considered an
independent controller with regard to such processing;

b) where Sponsor is processing Clinical Trial
Subject Data it shall be considered an independent
controller; and

C) where Institution and Principal Investigator are
processing Clinical Trial Subject Data under or in
connection with the applicable CTA it shall be
considered a processor (acting on the instructions of
Sponsor). Schedule 1 to this Agreement sets out the
subject-matter and duration of the processing, the nature
and purpose of the processing, the type of Clinical Trial
Subject Data processed and the categories of data
subjects.

2.2. Kazda zmluvna strana berie na vedomie, Ze:

a) ak zmluvnd strana spracuva Udaje o personéli
klinického skuaSania, takato zmluvna strana sa Vv
suvislosti s tymto spracivanim povazuje za nezavislého
prevadzkovatela;

b) ak zadavatel' spracuva tudaje o tucastnikovi
klinického skaSania povazuje sa za nezévislého
prevadzkovatela a

C) ak zdravotnicke zariadenie a hlavny skusajtci
spracuvaju udaje o ucastnikovi klinického skusania
podl’a prislusnej CTA alebo v suvislosti s iou, povazuje
sa za sprostredkovatela (konajuceho na zaklade
pokynov zadavatela). Priloha 1 k tejto zmluve stanovuje
predmet a trvanie spruvania, povahu a el spracovania,
typ spracuvanych Udajov o ucastnikovi klinického
skusania a kategorie dotknutych oséb.

2.3.  Each Party represents and warrants that it shall
not, by act or omission, cause the other Party to violate
any Data Protection Laws, notices provided to, or any
consents obtained from, data subjects, in each case, in
connection with processing Clinical Trial Data under
the applicable CTA(S), pursuant to the Clinical Trial
Protocol or Informed Consent Form, or to comply with
applicable law.

2.3. Kazda zmluvna strana vyhlasuje a zarucuje, zZe
svojim konanim alebo opomenutim nesposobi, ze druha
zmluvnd strana porusi akékol'vek zdkony o ochrane
Gdajov, ozndmenia poskytnuté dotknutym osobam
alebo suhlasy ziskané od dotknutych osob, v kazdom
pripade v stvislosti so spractivanim tdajov z klinického
skuSania podla prislusnej (prislusnych) CTA, v sulade s
protokolom klinického skuSania alebo formularom
informovaného suhlasu, alebo v stlade s platnymi
pravnymi predpismi.

3. DATA PROCESSING

3. SPRACUVANIE UDAJOV

3.1.  Where Institution and/or Principal Investigator
process Clinical Trial Subject Data as a processor, it
shall:

a) process such Clinical Trial Subject Data only in
accordance with Sponsor’s instructions unless
Institution and Principal Investigator is required by
applicable laws to otherwise process the Clinical Trial
Subject Data; in such a case the Institution and/or
Principal Investigator shall inform Sponsor of this legal
requirement before processing unless such applicable
laws prohibit such information on important grounds of
public interest;

b) ensure that the Institution’s and Principal
Investigator’s personnel, agents and contractors who

3.1. Ak zdravotnicke zariadenie a/alebo hlavny
skusajuci spractvaju udaje o ucastnikovi klinického
skusania ako spracovatel’:

a) Spracuva takéto tidaje o ucastnikovi klinického
sksania len v stulade s pokynmi zadavatela, pokial
platné pravne predpisy nevyzaduju, aby zdravotnicke
zariadenie ahlavny skaSajaci spractvali (daje o
ucastnikoch klinického skuSania inak; v takom pripade
zdravotnicke zariadenie a/alebo hlavny skusajaci pred
spracUvanim informuje zadavatela o tejto zakonnej
poziadavke, pokial takéto platné pravne predpisy
nezakazuju takéto informacie z dodlezitych ddvodov
verejného zaujmu;

b) Zabezpeci, aby personal, zastupcovia a zmluvni
dodavatelia zdravotnickeho zariadenia a hlavného
skasajuceho, ktori spracuvaju udaje o ucastnikovi
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process Clinical Trial Subject Data are informed of the
confidential nature of the Clinical Trial Subject Data
and are subject to appropriate obligations of
confidentiality;

C) inform Sponsor if, in the Institution’s and
Principal Investigator’s opinion, processing the Clinical
Trial Subject Data in accordance with a written
instruction received from Sponsor infringes Data
Protection Laws to which either Sponsor or Institution
or Principal Investigator are subject;

d) only disclose Clinical Trial Subject Data to
Sponsor and/or its authorized representatives in a
pseudonymized form (as such term is understood in the
GDPR) and at all times in accordance with any notices
provided to, or consents obtained from, Clinical Trial
Subjects (including, without limitation the relevant
Informed Consent Forms);

e) retain such records of processing activities as
required by Data Protection Laws;

f) taking into account the nature of the
Institution’s and Principal Investigator’s processing of
Clinical Trial Subject Data and of the information
available to the Institution and Principal Investigator
and at Sponsor’s request, provide assistance to Sponsor
in ensuring compliance with its obligations under the
Data Protection Laws including, to carry out data

protection impact assessments and seek prior
consultation of the supervisory authorities;
0) ensure that all Restricted Transfers of Clinical

Trial Subject Data are carried out in compliance with
Data Protection Laws;

h) be  responsible  for  responding  to
communications and requests from Clinical Trial
Subjects to exercise their rights under Data Protection
Laws on behalf of Sponsor including, where Sponsor is
not by virtue of applicable law permitted to identify the
Clinical Trial Subject. For the avoidance of doubt all
responses to such communications and/or requests shall
first be approved in advance by Sponsor provided that
only pseudonymized data shall be provided to Sponsor
for these purposes where required by applicable law;

i) retain all Clinical Trial Subject Data for at least
25 years (or longer where such is required under
applicable law) after the end of the Clinical Trial and, at
the election of Sponsor, delete or return all Clinical Trial
Subject Data to Sponsor (or a third party designated by
Sponsor) at the end of the above referred retention
period, and securely delete existing copies of such data
unless applicable laws require storage of such data
beyond such term; and

klinického skusania, boli informovani o doévernej
povahe udajov o tcastnikovi klinického sktiSania a aby
sa na nich vzt'ahovali prislusné povinnosti zachovavat’
mlcéanlivost’;

C) Informuje zadavatela, ak podla nazoru
zdravotnickeho zariadenia ahlavného sktsajiiceho
spracUvanie Gdajov o tcastnikoch klinického skusania v
sulade s pisomnym pokynom prijatym od zadavatel'a
poruSuje zdkony o ochrane tdajov, ktorym podlieha
zadavatel’ alebo zdravotnicke zariadenie alebo hlavny
skasajuct,

d) Udaje o tucastnikoch klinického —skusania
spristupni zad&vatelovi a/alebo jeho opravnenym
zastupcom len v pseudonymizovanej forme (ako sa
tento pojem chape v GDPR) a vzdy v stilade so vSetkymi
ozndmeniami poskytnutymi ucastnikom klinického
skiSania alebo suhlasmi ziskanymi od nich (okrem
iného vratane prislusnych formularov informovaného
suhlasu);

e) Uchovava také zdznamy o spracovatel'skych
¢innostiach, ako to vyZaduju zakony o ochrane udajov;
f) Zohladni povahu spraclvania Udajov 0
ucastnikovi  klinického skuSania  zdravotnickym
zariadenim a hlavaym skusajicim a informécie, ktoré
ma zdravotnicke zariadenie ahlavny skusajici k
dispozicii, a na ziadost zadavatela poskytne
zadavatel'ovi pomoc pri zabezpecovani suladu s jeho
povinnost’ami podl'a zadkonov o ochrane tdajov vratane
vykonania posudenia vplyvu na ochranu Udajov a
predchadzajucej konzultacie s dozornymi organmi;

0) Zabezpeci, aby sa vSetky obmedzené prenosy
udajov o ucastnikovi klinického sktisania vykonavali v
stlade so zakonmi o ochrane udajov;

h) Je zodpovedné za odpovedanie na komunikaciu
a ziadosti Utastnikov klinického skuSania o uplatnenie
ich prav podla zdkonov o ochrane udajov v mene
zadavatel'a vratane pripadov, ked’ zadavatel’ na zaklade
platnych pravnych predpisov nemdéze identifikovat
ucastnika klinického skuSania. Aby sa predislo
pochybnostiam, vSetky odpovede na takuto
komunikaciu a/alebo ziadosti musi najskor vopred
schvalit’ zadavatel’ za predpokladu, Ze na tieto ucely sa
zadavatel'ovi poskytnu len pseudonymizované udaje, ak
to vyzaduju platné pravne predpisy;

i) uchovava vsetky udaje o tcastnikovi klinického
skasania najmenej 25 rokov (alebo dlhSie, ak to
vyzaduju prislusné pravne predpisy) po skonceni
klinického skiSania a na zaklade rozhodnutia
zadavatel'a vymaze alebo vrati vSetky Udaje o
ucastnikovi klinického skusania zadavatelovi (alebo
tretej strane urCenej zadavatelom) na konci vysSie
uvedeného obdobia uchovavania a bezpecne vymaze
existujuce kopie takychto udajov, pokial prislusné
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)i at Sponsor’s request, make available to Sponsor
all information necessary to demonstrate compliance
with the Institution’s and Principal Investigator’s
obligations under this Agreement and Data Protection
Laws and allow for and contribute to audits, including
inspections, conducted by Sponsor or another auditor
mandated by Sponsor.

pravne predpisy nevyzaduju uchovavanie takychto
Gdajov po uplynuti tejto lehoty; a

) Na ziadost’ zadavatela spristupni zadavatel'ovi
vSetky  informacie potrebné na  preukazanie
dodrziavania povinnosti zdravotnickeho =zariadenia
a hlavného skusajuceho podla tejto zmluvy a zdkonov o
ochrane udajov a umozni a prispeje k auditom vratane
kontrol, ktoré¢ vykonava zadavatel alebo iny auditor
povereny zadavatel'om.

3.2.  Where Institution and Principal Investigator
process Clinical Trial Subject Data as a processor,
Sponsor hereby provides a general authorization to
Institution and Principal Investigator to appoint sub-
processors provided that each such sub-processor is
bound by substantially the same data protection
obligations as contained in this Agreement and that
Institution and Principal Investigator remains fully
liable to Sponsor for any failure by the sub-processor to
fulfil its data protection obligations under Data
Protection Laws. Institution and Principal Investigator
shall:

a) make available to Sponsor the current list of
sub-processors on request; and
b) provide notification of a new sub-processor to

Sponsor before authorizing any new sub-processor to
process Clinical Trial Subject Data. Sponsor may object
to Institution’s and Principal Investigator’s use of a new
sub-processor by notifying Institution and Principal
Investigator promptly in writing within fourteen (14)
business days after receipt of Institution’s and Principal
Investigator’s notice. In the event Sponsor objects to a
new sub-processor, Institution and  Principal
Investigator will use reasonable efforts to avoid the
processing of Clinical Trial Subject Data by the
objected-to new sub-processor. If Institution and
Principal Investigator is unable to accommodate the
objection within a reasonable period of time, Sponsor
may terminate the Agreement.

3.2. V pripade, Ze zdravotnicke zariadenia a hlavny
skusajuci spracUvaju Udaje o Ucastnikovi Klinického
skisania ako sprostredkovatel, zadavatel tymto
poskytuje zdravotnickemu zariadeniu a hlavnému
sksajucemu vSeobecné opravnenie na vymenovanie
d’alsich sprostredkovatel'ov za predpokladu, ze kazdy
takyto d’alsi sprostredkovatel’ je viazany v podstate
rovnakymi povinnostami v oblasti ochrany udajov, aké
su obsiahnuté v tejto zmluve, a ze zdravotnicke
zariadenie  ahlavny  skusajuci  zostavaju  voci
zadavatel'ovi plne zodpovedné za akékol'vek neplnenie
povinnosti d’alSieho sprostredkovatela v oblasti ochrany
udajov podla zakonov o ochrane udajov. Zdravotnicke
zariadenie a hlavny skusajuci su povinni:

a) spristupnit’ zadavatelovi aktudlny zoznam
d’alsich sprostredkovatel'ov na poziadanie a

b) oznamit’" nového d’alSieho sprostredkovatela
zadavatel'ovi pred tym, ako poveri akéhokol'vek nového
subsprostredkovatela ~ spracGvanim  Udajov 0
ucastnikovi klinického sktSania. Zadavatel moze
vzniest namietku proti tomu, aby zdravotnicke
zariadenie a hlavny skuasajaci pouzili nového d’alSieho
sprostredkovatel’a, a to tak, ze to bezodkladne pisomne
ozndmi  zdravotnickemu  zariadeniu  a hlavnému
skasajucemu do S$trnastich (14) pracovnych dni od
prijatia oznamenia od zdravotnickeho zariadenia
a hlavného sktsajiceho. V pripade, Ze zadavatel
vznesie namietku vo¢i novému subsprostredkovatel'ovi,
zdravotnicke zariadenie a hlavny skd$ajuci vynaloZia
primerané Usilie, aby zabréanilo spractvaniu Gdajov o
ucastnikovi klinického sktsania novym dalSim
sprostredkovatel'om, proti ktorému vzniesol namietku.
Ak zdravotnicke zariadenie a hlavny skuSajuci nie su
schopni namietke vyhoviet v primeranej lehote,
zadavatel’ moze zmluvu vypovedat’.

3.3.  Where Institution and Principal Investigator
process Clinical Trial Subject Data as a processor,
Institution and Principal Investigator shall:

a) implement  appropriate  technical  and
organizational security measures to ensure a level of
security appropriate to the then current risk and which

3.3. Ak zdravotnicke zariadenie a hlavny sktsajuci
spraclvaju udaje o Gcastnikovi klinického sku$ania ako
spracovatel’, zdravotnicke zariadenie a hlavny
skdisajuci st povinni:

a) zaviest vhodné technické a organizacné
bezpe€nostné opatrenia na zabezpeCenie urovne
bezpenosti zodpovedajucej aktualnemu riziku, ktoré
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shall protect against any personal data breach
(“Security Event”);

b) implement and comply with a written
information security program (“Information Security
Program”) designed to protect personal data (including
Clinical Trial Subject Data) that, at a minimum,
complies with Data Protection Laws, and that includes
physical security, organizational security, network

security, access, and antivirus and antimalware controls;

C) require its personnel to comply with the
Information Security Program;
d) conduct periodic risk assessments and reviews

of the Information Security Program at least annually or
whenever there is a material change of practices that
may affect the security, confidentiality or integrity of
Clinical Trial Subject Data;

e) without undue delay after becoming aware of a
Security Event (including but not limited to any Security
Event that may occur at a sub-contractor), but in any
event within 48 (forty-eight) hours of awareness,
provide Sponsor with written notice of such Security
Event, and thereafter provide such further information
and assistance as may be reasonably requested by
Sponsor in connection with the Security Event;

f) without undue delay after becoming aware of a
Security Event, commence all reasonable efforts to
investigate and correct the causes of and remedy, the
Security Event;

)] not notify or inform Clinical Trial Subjects,
supervisory authorities and/or any other third party of
the Security Event without the prior written approval of
the Sponsor; and

h) notwithstanding anything in the applicable
CTA, be responsible for all losses, liabilities, damages,
judgments, settlements, expenses and costs whatsoever
(including, without limitation, attorneys’ fees and court
costs) incurred by Sponsor as a result of a Security
Event, including all costs incurred by Sponsor in
connection with the investigation, remediation and
mitigation of the Security Event.

chrania pred akymkol'vek porusenim ochrany osobnych
udajov (,,bezpecnostna udalost™);

b) zaviest a dodrziavat’ pisomny program
informacnej bezpecnosti (,,Program informacnej
bezpetfnosti) urCeny na ochranu osobnych udajov
(vratane udajov o ucastnikovi klinického sktSania),
ktory je minimalne v stlade so zakonmi o ochrane
udajov a ktory zahina fyzicka bezpecnost’, organiza¢nu
bezpecnost,, bezpecnost’ siete, pristup a antivirusové a
antimalvérové kontroly.

) pozadovat od svojich zamestnancov,
dodrziavali program informacnej bezpecnosti;

d) vykonavat' pravidelné hodnotenia rizik a
preskiimania programu bezpecnosti informacii aspoil
raz roc¢ne alebo vzdy, ked’ dojde k podstatnej zmene
postupov, ktoré mézu ovplyvnit’ bezpecnost, dovernost’
alebo integritu udajov o ucastnikovi klinického
skuSania;

e) bez zbytoéného odkladu po tom, ako sa dozvie
o bezpecnostnej udalosti (okrem iného vratane
akejkol'vek bezpecnostnej udalosti, ktora moze nastat’ u

aby

subdodavatela), ale v kazdom pripade do 48
(Styridsatosem) hodin od jej zistenia, poskytne
zadavatelovi  pisomné oznamenie o  takejto

bezpecnostnej udalosti a nasledne poskytne dalSie
informdcie a pomoc, ktoré moze zadavatel’ v suvislosti
s bezpecnostnou udalost’ou primerane pozadovat’;

f) bez zbyto¢ného odkladu po tom, ako sa dozvie
o bezpecnostnej udalosti, zacne vyvijat vsetko
primerané Usilie na vySetrenie, odstranenie pri¢in a
napravu bezpec¢nostnej udalosti;

Q) neoznamovat’ ani neinformovat ucastnikov
klinického skusania, dozorné organy a/alebo aktiikolI'vek
ini tretiu stranu o bezpeCnostnej udalosti bez
predchadzajuceho pisomného stihlasu zadavatela; a

h) bez ohladu na cokol'vek v prislusnej CTA,
zodpoveda za vSetky straty, zavézky, skody, rozsudky,
vyrovnania, vydavky a naklady (vratane, ale bez
obmedzenia, poplatkov za pravne sluzby a sudnych
trov), ktoré wvznikli zadavatelovi v désledku
bezpe¢nostnej udalosti, vratane vsSetkych nakladov,
ktoré zadavatel'ovi vznikli v suvislosti s vySetrovanim,
napravou a zmiernenim bezpecnostnej udalosti.

4, RESTRICTED TRANSFERS

4. OBMEDZENE PREVODY

4.1,  The Parties acknowledge and agree that if
Institution and Principal Investigator undertakes a
Restricted Transfer of Clinical Trial Data to Sponsor,
the Parties shall process Clinical Trial Data which is
subject to such Restricted Transfer in accordance with

4.1.  Zmluvné strany ber( na vedomie a suhlasia s
tym, Ze ak zdravotnicke zariadenie a hlavny skusajuci
uskuto¢nia obmedzeny prenos (dajov z klinického
skasania zadavatel'ovi, zmluvné strany spracuji udaje z
klinického skusania, ktoré st predmetom takéhoto
obmedzeného prenosu, v sulade s podmienkami

CDX0159-13_Slovakia_Pl Kozub_Data Protection Agreement

Page 6 of 36




the terms of the Standard Contractual Clauses

incorporated herein at Schedule 2.

Standardnych zmluvnych doloziek, ktoré st stcastou
prilohy 2.

4.2.  The Parties acknowledge and agree that to the
extent:
a) Sponsor, as data importer, is subject to the

requirements of the GDPR with regards the processing
of the personal data subject to such Restricted Transfer;
and

b) Sponsor’s  obligations in the Standard
Contractual Clauses conflict with Sponsor’s obligations
under the GDPR in regard the processing of such
personal data,

Sponsor shall only need to comply with its more
onerous obligations under the GDPR with regard to such
processing.

4.2. Zmluvné strany uznavaju a sthlasia s tym, ze v
rozsahu, v akom:

a) zadavatel, ako dovozca udajov, podlieha
poziadavkam GDPR pokial ide o spracovanie osobnych
Gdajov, ktoré st predmetom takéhoto obmedzeného
prevodu; a

b) povinnosti zadavatel'a uvedené v $tandardnych
zmluvnych dolozkach su v rozpore s povinnostami
zadavatel'a podl'a GDPR v suvislosti so spracovanim
takychto osobnych udajov,

Zadavatel’ musi v suvislosti s takymto spractivanim
dodrziavat’ len svoje prisnejSie povinnosti podl'a GDPR.

5. TERMINATION

5. UKONCENIE PLATNOSTI

5.1.  This Agreement enters into force as of the
Effective Date and shall continue to be in force in
relation to a specific CTA until such time as the
processing of personal data under or in connection with
that CTA has ceased.

5.1. Téato zmluva nadobuda u¢innost’ od Datumu
ucinnosti a zostdva ucinnd vo vztahu ku konkrétnej
CTA az do ukoncenia spractvania osobnych udajov na
zaklade tejto CTA alebo v stvislosti s fiou.

6. COUNTERPARTS

6. ROVNOPISY

6.1.  This Agreement may be executed in two or
more counterparts, each of which shall be deemed an
original, and all of which shall together be deemed to
constitute one agreement. Execution of this Agreement
by either Party shall be deemed acceptance and
execution by that Party of the Schedules and Annexes,
which are duly incorporated into this Agreement.

6.1.  Tato zmluva mdze byt vyhotovena v dvoch
alebo viacerych rovnopisoch, z ktorych kazdy sa
povazuje za original a vetky spolu tvoria jednu zmluvu.
Uzavretie tejto zmluvy ktoroukol'vek zmluvnou stranou
sa povaZuje za prijatie a uzavretie priloh a dodatkov,
ktoré su riadne zac¢lenené do tejto zmluvy.

7. AMENDMENTS

7. ZMENY A DODATKY

7.1. Notwithstanding the foregoing, the Parties
acknowledge and agree that should the European
Commission publish new standard contractual clauses
or similar (or amendments to the existing Standard
Contractual Clauses) to address Restricted Transfers,
and where Sponsor determines such new or amended
clauses are required to address the Restricted Transfers,
such new or amended clauses will be automatically
incorporated into this Agreement and replace the
Standard Contractual Clauses upon Sponsor’s
notification to the Institution and Principal Investigator
thereof. All Restricted Transfers will be thereafter made
pursuant to such new or amended standard contractual
clauses.

7.1. Bez ohl'adu na vyssie uvedené zmluvné strany
bert na vedomie a sthlasia s tym, ze ak Eurdpska
komisia zverejni nové Standardné zmluvné dolozky
alebo podobné ustanovenia (alebo zmeny a doplnenia
existujucich standardnych zmluvnych doloziek), ktoré
bud riesit’ obmedzené prenosy, a ak zadavatel’ urci, ze
takéto nové alebo zmenené a doplnené ustanovenia su
potrebné na rieSenie obmedzenych prevodov, takéto
nové alebo zmenené a doplnené ustanovenia budud
automaticky zaclenené do tejto zmluvy a nahradia
Standardné zmluvné dolozky po tom, ako ich zadavatel
ozndmi  zdravotnickemu  zariadeniu  a hlavnému
skasajucemu. Vsetky obmedzené prevody sa potom
uskutocnia podla takychto novych alebo zmenenych
Standardnych zmluvnych doloziek.
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8. GOVERNING LAW

8. PLATNA LEGISLATIVA

8.1.  This Agreement shall be governed by and
interpreted in accordance with the laws that govern the
applicable CTA. Notwithstanding the foregoing, the
provisions set out in the Standard Contractual Clauses
shall be governed by, and subject to the jurisdiction of,
the relevant law and courts as set forth in the Standard
Contractual Clauses.

8.1.  Téato zmluva sa riadi a vyklada v sUlade so
zakonmi, ktoré upravuji platni CTA. Bez ohl'adu na
vyssie uvedené sa ustanovenia uvedené v standardnych
zmluvnych dolozkach riadia prisluSnymi pravnymi
predpismi a stidmi uvedenymi v S$tandardnych
zmluvnych dolozkach a podliehaja ich jurisdikcii.

9. WAIVERS

9. ZRUSENIA

9.1. Any delay in enforcing a Party’s right under this
Agreement, or any waiver as to a particular default or
other matter, will not constitute a waiver under such
Party’s rights to the future enforcement of its rights
under this Agreement.

9.1. Akékol'vek oneskorenie pri uplatiovani prava
zmluvnej strany podla tejto zmluvy alebo akékol'vek
vzdanie sa prava v savislosti s konkrétnym neplnenim
alebo inou zalezitost'ou nepredstavuje vzdanie sa prava
takejto zmluvnej strany na budlce uplatnenie jej prav
podla tejto zmluvy.

IN WITNESS WHEREOF, the Parties hereto have executed
by their duly authorized representatives this Agreement
effective as of the Effective Date.

NA DOKAZ TOHO zmluvné strany podpisali
prostrednictvom  svojich riadne  splnomocnenych
zastupcov tuto zmluvu s ucinnostou od Datumu
ucinnosti.

Remainder of this page is intentionally left blank,
Schedules and signature page to follow.

Zostavajuca cast tejto strany je zamerne ponechana
prazdna, nasleduje strana s podpismi a prilohami.
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ACCEPTED AND AGREED TO BY: PRIJATE A ODSUHLASENE:

SPONSOR/ZADAVATEL

By/Podpis:

Print Name:/Meno tlacenym pismom:

Title/Funkcia;

Date/Datum:

INSTITUTION/ZDRAVOTNICKE ZARIADENIE

By/Podpis:

Print Name:/Meno tlacenym pismom:

Title/Funkcia:

Date/Datum:

PRINCIPAL INVESTIGATOR / HLAVNY SKUSAJUCI

By/Podpis:

Print Name:/Meno tla¢enym pismom:

Date/Datum:
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Schedule 1

Priloha 1:

Subject matter and duration of the processing of
personal data: Clinical Trial Subject Data will be
processed by Institution and Principal Investigator:
(i) in order to perform the Clinical Trial; and (ii) for
the duration specified in clause 3.1 of the Agreement.

Predmet a trvanie spractivania osobnych Gdajov: Udaje
o ucastnikovi klinického skuSania bude spracovavat’
zdravotnicke zariadenie a hlavny skusajuci: i) na
vykonanie klinického skuSania; a (ii) po dobu
uvedenu v ¢lanku 3.1 zmluvy.

The nature and purpose of the processing of personal
data: Clinical Trial Subject Data will be subject to
automated and manual processing operations by the
Institution and Principal Investigator, including
access, collection, use, analysis, storage and in order
to perform the Clinical Trial.

Povaha a el spractivania osobnych udajov: Udaje o
ucastnikovi klinického skusania budi predmetom
automatizovaného a manuélneho spracovania zo
strany zdravotnickeho zariadenia a hlavného
skiSajiuceho vratane pristupu, zberu, pouZivania,
analyzy, uchovavania a na ucely vykonania
klinického sktsania.

Data subjects: Clinical Trial Subjects

Dotknuté osoby: Utastnici klinického skuania

Categories of personal data: Key-coded data
including: initials, contact details, date of birth / age,
gender, race, ethnicity, health status and medical
conditions, including medical history, treatments
and response to the treatments, quality of life,
biological samples, (e.g. biopsy, blood and urine
samples) and the results of their analysis, and ECGs,
and the results of their evaluations.

Kategorie osobnych udajov: KPi¢om kédované tidaje
vratane: inicialok, kontaktnych u(dajov, datumu
narodenia / veku, pohlavia, rasy, etnického p6vodu,
zdravotného stavu a zdravotnych podmienok
vratane anamnézy, lieCby a reakcie na liecbu, kvality
Zivota, biologickych vzoriek,(napr. biopsia, vzorky
krvi a mocu) a vysledkov ich analyzy a EKG a
vysledkov ich vyhodnotenia.
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Schedule 2

Priloha 2

STANDARD CONTRACTUAL CLAUSES

STANDARDNE ZMLUVNE DOLOZKY

MODULES 1 AND 4

MODULY 1 a4

SECTION I

ODDIEL I

Clause 1

DoloZka 1

Purpose and scope

Ukel a rozsah pdsobnosti

@) The purpose of these standard contractual
clauses is to ensure compliance with the requirements of
Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal
data and on the free movement of such data (General
Data Protection Regulation) () for the transfer of
personal data to a third country.

(b) The Parties:

(i) the natural or legal person(s), public
authority/ies, agency/ies or other body/ies (hereinafter
‘entity/ies’) transferring the personal data, as listed in
Annex LA (hereinafter each ‘data exporter’), and

(ii) the entity/ies in a third country receiving the
personal data from the data exporter, directly or
indirectly via another entity also Party to these Clauses,
as listed in Annex [.A (hereinafter each ‘data importer”)
have agreed to these standard contractual clauses
(hereinafter: ‘Clauses’).

(c) These Clauses apply with respect to the transfer
of personal data as specified in Annex 1.B.

(d) The Appendix to these Clauses containing the
Annexes referred to therein forms an integral part of
these Clauses.

a) Ugelom tychto §tandardnych zmluvnych
doloziek je zabezpecit stilad s poziadavkami nariadenia
Eurépskeho parlamentu aRady (EU) 2016/679
z27.aprila 2016 o ochrane fyzickych o0séb pri
spractvani osobnych Udajov ao volnom pohybe
takychto tdajov (vSeobecné nariadenie 0 ochrane
Gdajov) @ pri prenose osobnych Gdajov do tretej krajiny.
b) Zmluvné strany:

i)  fyzickA alebo pravnickd  osoba/osoby,
organ/organy verejnej moci, agentdra/agentdry alebo
iny orgdn/orgény (d’alej len ,,subjekt/subjekty*), ktoré
uskutociiuji prenos osobnych tdajov, ako sa uvadza
v prilohe I casti A (d’alej len ,,vyvozca udajov®), a

i) subjekt/y v tretej krajine, ktory prijima
osobné uUdaje od vyvozcu Udajov, ato priamo alebo
nepriamo prostrednictvom iného subjektu, ktory je tiez
zmluvnou stranou tychto doloziek, ako sa uvadza
Vv prilohe I casti A (d’alej len ,,dovozca udajov®),

sa dohodli na tychto Standardnych zmluvnych
dolozkéch (d’alej len ,,dolozky*).

C) Tieto dolozky sa uplatiiuji na prenos osobnych
udajov podla prilohy I ¢asti B.

d) Dodatok k tymto dolozkdm obsahujuci prilohy,
na ktoré sa v tychto dolozkich odkazuje, tvori
neoddelitel'nu sucast’ tychto doloziek.

Clause 2

DoloZka 2

Effect and invariability of the Clauses

U¢inok a nemennost’ doloziek

@) These Clauses set out appropriate safeguards,
including enforceable data subject rights and effective
legal remedies, pursuant to Article 46(1) and Article
46(2)(c) of Regulation (EU) 2016/679 and, with respect
to data transfers from controllers to processors and/or
processors to processors, standard contractual clauses
pursuant to Article 28(7) of Regulation (EU) 2016/679,
provided they are not modified, except to select the
appropriate Module(s) or to add or update information

a) V tychto dolozkach sa stanovuju primerané
zaruky vratane vymahatelnych prav dotknutych osob
aucinnych pravnych prostriedkov néapravy podla
¢lanku 46 ods. 1 a ¢lanku 46 ods. 2 pism. c) nariadenia
(EU) 2016/679, apokial ide o prenosy ddajov od
prevadzkovatelov  sprostredkovatelom a/alebo od
sprostredkovatel'ov  sprostredkovatelom, Standardné
zmluvné dolozky podla ¢lanku 28 ods. 7 nariadenia
(EU) 2016/679, pokial nie sii zmenené, okrem pripadu,
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in the Appendix. This does not prevent the Parties from
including the standard contractual clauses laid down in
these Clauses in a wider contract and/or to add other
clauses or additional safeguards, provided that they do
not contradict, directly or indirectly, these Clauses or
prejudice the fundamental rights or freedoms of data
subjects.

(b) These Clauses are without prejudice to
obligations to which the data exporter is subject by
virtue of Regulation (EU) 2016/679.

ked’ sa vybera vhodny modul/moduly, pripadne ked’ sa
dopliiaju alebo aktualizuja informacie v dodatku. To
zmluvnym strandm nebrani vtom, aby zahrnuli
Standardné zmluvné dolozky stanovené v tychto
dolozkach do $irSej zmluvy a/alebo doplnili iné dolozky
¢i dodatocné zaruky =za predpokladu, ze nie su
V priamom ani nepriamom rozpore s tymito dolozkami
ani neobmedzuju zakladné préva alebo slobody
dotknutych osdb.

b) Tymito dolozkami nie st dotknuté povinnosti,
ktoré sa vztahuji na vyvozcu udajov na zaklade
nariadenia (EU) 2016/679.

Clause 3

Dolozka 3

Third-party beneficiaries

Opravnené tretie strany

@) Data subjects may invoke and enforce these
Clauses, as third-party beneficiaries, against the data
exporter and/or data importer, with the following

(@ Dotknuté osoby sa mozu tychto doloZiek
dovolavat’ a vymahat ich ako opravnené tretie strany vo
vzt'ahu k vyvozcovi Udajov a/alebo dovozcovi Udajov

exceptions: s tymito vynimkami:
(i Clause 1, Clause 2, Clause 3, Clause 6, i) dolozka 1, dolozka 2, dolozka 3, doloZka 6,
Clause 7; dolozka 7;
(i) Clause 8 - Module One: Clause 8.5 (e) ii) dolozka 8 — modul ¢. 1: dolozka 8.5 pism. €) a
and Clause 8.9(b); Module Four: dolozka 8.9 pism. b); modul ¢. 4: dolozka 8.1
Clause 8.1 (b) and Clause 8.3(b); pism. b) a dolozka 8.3 pism. b);
(iii)  Clause 12 - Module One: Clause 12(a) iii) dolozka 12 — modul ¢. 1: dolozka 12 pism. a) a
and (d); d);
(iv)  Clause 13; iv) dolozka 13;
(V) Clause 15.1(c), (d) and (e); v) dolozka 15.1 pism. c), d) a €);
(vi) Clause 16(e); vi) dolozka 16 pism. e);
(vii)  Clause 18 - Module One: Clause 18(a) vii) dolozka 18 modul ¢. 1: dolozka 18 pism. a) a b);
and (b); Module Four: Clause 18. modul ¢. 4: dolozkal8.
(b) Paragraph (a) is without prejudice to rights of | (b) Pismenom a) nie st dotknuté prava dotknutych
data subjects under Regulation (EU) 2016/679. 0s0b podl'a nariadenia (EU) 2016/679.
Clause 4 DoloZka 4
Interpretation Vyklad
(@) Where these Clauses use terms that are defined | (a) Ak sa vtychto dolozkach pouzivajii pojmy

in Regulation (EU) 2016/679, those terms shall have the
same meaning as in that Regulation.

(b) These Clauses shall be read and interpreted in
the light of the provisions of Regulation (EU) 2016/679.
(c) These Clauses shall not be interpreted in a way
that conflicts with rights and obligations provided for
in Regulation (EU) 2016/679.

vymedzené v nariadeni (EU) 2016/679, tieto pojmy
maju rovnaky vyznam ako v uvedenom nariadeni.

(b) Tieto dolozky sa vykladaja v zmysle
ustanoveni nariadenia (EU) 2016/679.

(c) Tieto dolozky sa nesmu vykladat’ spdsobom,
ktory je vrozpore spravami apovinnostami
stanovenymi v nariadeni (EU) 2016/679.

Clause 5 DoloZka 5
Hierarchy Hierarchia
In the event of a contradiction between these Clauses | V. pripade rozporu medzi tymito dolozkami

and the provisions of related agreements between the

a ustanoveniami suvisiacich dohéd medzi zmluvnymi
stranami, ktoré existovali v dase, ked’ sa dohodli tieto
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Parties, existing at the time these Clauses are agreed or
entered into thereafter, these Clauses shall prevail.

dolozky, alebo ktoré sa uzavreli neskor, maju prednost’
tieto dolozky.

Clause 6

DoloZka 6

Description of the transfer(s)

Opis prenosu

The details of the transfer(s), and in particular the
categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified
in Annex |.B.

Informécie o prenose anajmi kategérie prenasanych
osobnych Udajov aucel, na ktory sa prenasaju, st
uvedené v prilohe I ¢asti B.

SECTION Il — OBLIGATIONS OF THE PARTIES ODDJEL I1 - POVINNOSTI ZMLUVNYCH
STRAN
Clause 8 Dolozka 8

Data protection safeguards

Zaruky v oblasti ochrany udajov

The data exporter warrants that it has used reasonable
efforts to determine that the data importer is able,
through the implementation of appropriate technical and
organisational measures, to satisfy its obligations under
these Clauses.

Vyvozca udajov vyhlasuje, ze vynalozil primerané
usilie, na zaklade ktorého mozno konstatovat, Zze
dovozca udajov je vd’aka prijatiu vhodnych technickych
a organizacnych opatreni schopny plnit svoje
povinnosti podl'a tychto doloziek.

MODULE ONE: Transfer controller to controller

MODUL ¢. 1: Premos od prevadzkovatela k
prevadzkovatelovi

8.1 Purpose limitation

The data importer shall process the personal data only
for the specific purpose(s) of the transfer, as set out in
Annex |.B. It may only process the personal data for
another purpose:

€)) where it has obtained the data subject’s prior
consent;
(b) where necessary for the establishment, exercise

or defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings; or

8.1. Obmedzenie ucelu

Dovozca udajov je opravneny spractuvat’ osobné udaje
len na osobitné ucely prenosu stanovené v prilohe I ¢asti
B. Osobné udaje moze spracuvat’ na iny ucel len vtedy,
ak:

a) ziskal predchadzajuci suhlas dotknutej osoby;
b) je to nevyhnutné na ucely preukazovania,
uplatiiovania alebo ochrany pravnych narokov v
kontexte konkrétneho spravneho alebo sddneho
konania, pripadne konania v oblasti regulécie; alebo

C) je to nevyhnutné v zaujme ochrany Zivotne
dolezitych zaujmov dotknutej osoby alebo inej fyzicke;j
osoby.

(c) where necessary in order to protect the vital
interests of the data subject or of another natural person.
8.2 Transparency

€)) In order to enable data subjects to effectively

exercise their rights pursuant to Clause 10, the data
importer shall inform them, either directly or through
the data exporter:

(i) of its identity and contact details;

(i) of the categories of personal data processed;
(iii)  of the right to obtain a copy of these Clauses;
(iv)  where it intends to onward transfer the personal

data to any third party/ies, of the recipient or categories
of recipients (as appropriate with a view to providing
meaningful information), the purpose of such onward
transfer and the ground therefore pursuant to Clause 8.7.
(b) Paragraph (a) shall not apply where the data
subject already has the information, including when
such information has already been provided by the data
exporter, or providing the information proves

8. 2. Transparentnost’

a) S cielom umoznit dotknutym osobam ucinne
uplatiiovat’ prava podla dolozky 10 ich dovozca dajov
priamo alebo prostrednictvom vyvozcu (dajov
informuje:

1) 0 svojej totoznosti a kontaktnych tidajoch;

ii) o kategoriach spracivanych osobnych udajov;

iii) o prave ziskat’ kopiu tychto doloziek;

iv) v pripade Umyslu uskutocnit nasledny prenos
osobnych tdajov akejkol'vek tretej strane o prijemcovi
alebo kategoriach prijemcov (podla potreby s cielom
poskytnut’ zmysluplné informacie), uUcele a dovode
tohto nasledného prenosu podl'a dolozky 8.7.

b) Pismeno a) sa neuplatiuje, ak po prvé dotknutéd osoba
uz ma informacie vratane pripadu, ked takéto
informacie uz poskytol vyvozca tdajov, alebo ak sa po
druhé poskytnutie informacii ukaze ako nemozné alebo
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impossible or would involve a disproportionate effort
for the data importer. In the latter case, the data importer
shall, to the extent possible, make the information
publicly available.

(c) On request, the Parties shall make a copy of
these Clauses, including the Appendix as completed by
them, available to the data subject free of charge. To the
extent necessary to protect business secrets or other
confidential information, including personal data, the
Parties may redact part of the text of the Appendix prior
to sharing a copy, but shall provide a meaningful
summary where the data subject would otherwise not be
able to understand its content or exercise his/her rights.
On request, the Parties shall provide the data subject
with the reasons for the redactions, to the extent possible
without revealing the redacted information.

(d) Paragraphs (a) to (c) are without prejudice to the
obligations of the data exporter under Articles 13 and 14
of Regulation (EU) 2016/679.

by si vyzadovalo neprimerané usilie dovozcu udajov. V
druhom pripade dovozca udajov v ¢o najvacsej moznej
miere spristupni tieto informacie verejnosti.

c) Zmluvné strany spristupnia dotknutej osobe na
poziadanie a bezplatne kopiu tychto doloziek vratane
nimi vyplneného dodatku. V rozsahu potrebnom na
ochranu obchodného tajomstva alebo inych dévernych
informdcii vratane osobnych udajov moézu zmluvné
strany pred poskytnutim kopie dodatku odstranit’ cast’
jeho textu, pricom vSak poskytni zmysluplné zhrnutie,
ak by dotknutd osoba inak nebola schopna pochopit’
jeho obsah alebo uplatiiovat’ svoje prava. Zmluvné
strany na poziadanie oznamia dotknutej osobe dévody
odstranenia textu, pokial’ mozno bez toho, aby doslo k
prezradeniu odstranenych informécii.

d) Pismenami a) az c) nie su dotknuté povinnosti
vyvozcu udajov podl'a ¢lankov 13 a 14 nariadenia (EU)
2016/679.

8.3 Accuracy and data minimisation

@) Each Party shall ensure that the personal data is
accurate and, where necessary, kept up to date. The data
importer shall take every reasonable step to ensure that
personal data that is inaccurate, having regard to the
purpose(s) of processing, is erased or rectified without
delay.

(b) If one of the Parties becomes aware that the
personal data it has transferred or received is inaccurate,
or has become outdated, it shall inform the other Party
without undue delay.

(c) The data importer shall ensure that the personal
data is adequate, relevant and limited to what is
necessary in relation to the purpose(s) of processing.

8.3. Spravnost’ a minimalizacia udajov

a) Kazda zmluvna strana zabezpeci, aby osobné udaje
boli spravne a v pripade potreby aktualizované.
Dovozca tidajov prijme vsetky primerané opatrenia na
zabezpecenie toho, aby sa osobné udaje, ktoré su
nespravne z hladiska u¢elov spractivania, bezodkladne
vymazali alebo opravili.

b) Ak jedna zo zmluvnych stran zisti, ze osobné daje,
ktoré preniesla alebo ziskala, sU nespravne alebo
neaktualne, bez zbyto¢ného odkladu o tom informuje
druhd zmluvna stranu.

¢) Dovozca udajov zabezpe€i, aby osobné tdaje boli
primerané, relevantné a obmedzené na rozsah, ktory je
nevyhnutny vzhl'adom na cely spractivania.

8.4 Storage limitation

The data importer shall retain the personal data for no
longer than necessary for the purpose(s) for which it is
processed. It shall put in place appropriate technical or
organisational measures to ensure compliance with this
obligation, including erasure or anonymisation @ of the
data and all back-ups at the end of the retention period.

8.4. Minimalizacia uchovavania

Dovozca Gdajov nesmie uchovavat’ osobné udaje dlhsie
nez je nevyhnutné na ucely, na ktoré sa spractivaju. Na
ucely splnenia si tejto povinnosti zavedie vhodné
technické alebo organiza¢né opatrenia vratane vymazu
alebo anonymizacie @ udajov a vsetkych zaloh v
momente uplynutia obdobia uchovavania.

8.5 Security of processing

@ The data importer and, during transmission,
also the data exporter shall implement appropriate
technical and organisational measures to ensure the
security of the personal data, including protection
against a breach of security leading to accidental or
unlawful destruction, loss, alteration, unauthorised
disclosure or access (hereinafter “personal data
breach”). In assessing the appropriate level of security,
they shall take due account of the state of the art, the
costs of implementation, the nature, scope, context and
purpose(s) of processing and the risks involved in the

8.5. Bezpecnost’ spraciivania

a) Dovozca tdajov a pocas prenosu aj vyvozca udajov
prijmi vhodné technické a organiza¢né opatrenia na
zaistenie bezpe¢nosti osobnych udajov vratane ochrany
pred porusenim bezpecnosti, ktoré vedie k ndhodnému
alebo nezakonnému zniCeniu, strate, zmene,
neopravnenému poskytnutiu alebo pristupu (d’alej len
,porusenic  ochrany  osobnych  udajov).  Pri
posudzovani primeranej Urovne bezpeCnosti nalezite
zohl'adnia najnovsie poznatky, naklady na vykonanie,
povahu, rozsah, kontext a Ucely spracuvania, ako aj
rizika pre dotknutd osobu, ktoré stvisia so spractvanim.
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processing for the data subject. The Parties shall in
particular consider having recourse to encryption or
pseudonymisation, including during transmission,
where the purpose of processing can be fulfilled in that
manner.

(b) The Parties have agreed on the technical and
organisational measures set out in Annex Il. The data
importer shall carry out regular checks to ensure that
these measures continue to provide an appropriate level
of security.

) The data importer shall ensure that persons
authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate
statutory obligation of confidentiality.

(d) In the event of a personal data breach
concerning personal data processed by the data
importer under these Clauses, the data importer shall
take appropriate measures to address the personal data
breach, including measures to mitigate its possible
adverse effects.

(e) In case of a personal data breach that is likely to
result in a risk to the rights and freedoms of natural
persons, the data importer shall without undue delay
notify both the data exporter and the competent
supervisory authority pursuant to Clause 13. Such
notification shall contain i) a description of the nature of
the breach (including, where possible, categories and
approximate number of data subjects and personal data
records concerned), ii) its likely consequences, iii) the
measures taken or proposed to address the breach, and
iv) the details of a contact point from whom more
information can be obtained. To the extent it is not
possible for the data importer to provide all the
information at the same time, it may do so in phases
without undue further delay.

0] In case of a personal data breach that is likely to
result in a high risk to the rights and freedoms of natural
persons, the data importer shall also notify without
undue delay the data subjects concerned of the personal
data breach and its nature, if necessary in cooperation
with the data exporter, together with the information
referred to in paragraph (e), points ii) to iv), unless the
data importer has implemented measures to
significantly reduce the risk to the rights or freedoms of
natural persons, or notification would involve
disproportionate efforts. In the latter case, the data
importer shall instead issue a public communication or
take a similar measure to inform the public of the
personal data breach.

(9) The data importer shall document all relevant
facts relating to the personal data breach, including its

Zmluvné strany zvazia najmé pouzitie Sifrovania alebo
pseudonymizécie, a to aj pocas prenosu, ak mozno
vd’aka nim splnit’ ucel spractivania.

b) Zmluvné strany sa dohodli na technickych a
organizanych opatreniach uvedenych v prilohe II.
Dovozca tudajov je povinny vykonavat pravidelné
kontroly s cielom zabezpecit, aby tieto opatrenia
nepretrzite poskytovali primerant uroven bezpec¢nosti.

c) Dovozca udajov zabezpeci, aby sa osoby opravnené
spracuvat osobné udaje zaviazali, ze zachovaju
dovernost’ udajov, alebo aby sa na ne vztahovala
primerana zakonna povinnost' zachovavat’ dovernost
Udajov.

d) V pripade porusenia ochrany osobnych udajov
tykajuceho sa osobnych Udajov  spractvanych
dovozcom t1dajov podla tychto doloziek prijme
dovozca Udajov primerané opatrenia na napravu
porusenia ochrany osobnych udajov vratane opatreni na
zmiernenie jeho moznych nepriaznivych ucinkov.

e) V pripade porusenia ochrany osobnych udajov, ktoré
mdze predstavovat riziko pre prava a slobody fyzickych
0sOb, zaSle o tom dovozca udajov bez zbyto¢ného
odkladu oznamenie vyvozcovi udajov a prislusnému
dozornému orgdnu podla dolozky 13. Takéto
oznamenie obsahuje i) opis povahy porusenia (podla
moznosti vratane kategorii a priblizného poctu
dotknutych osdb a zdznamov o osobnych Gdajoch); ii)
pravdepodobné nasledky porusenia; iii) prijaté alebo
navrhované opatrenia s ciel'om napravit’ poruSenie a iv)
Udaje kontaktného miesta, kde mozno ziskat' viac
informacii. V rozsahu, v akom nie je mozné, aby
dovozca udajov poskytol vsetky informacie stcasne,
mozno ich poskytniit’ vo viacerych etapach bez d’alSieho
zbyto¢ného odkladu.

f) V pripade porusenia ochrany osobnych udajov, ktoré
pravdepodobne povedie k vysokému riziku pre prava a
slobody fyzickych os6b, dovozca Udajov bez
zbytoéného odkladu oznami dotknutym osobam
porusenie ochrany osobnych tdajov a povahu tohto
porusenia, v pripade potreby v spolupraci s vyvozcom
Gdajov, spolu s informéciami uvedenymi v pismene e)
bodoch ii) az iv), okrem pripadov, ak dovozca udajov
prijal opatrenia na vyrazné zniZenie rizika pre prava
alebo slobody fyzickych os6b, alebo ak by si ozndmenie
vyzadovalo neprimerané Usilie. Vtedy dovozca Udajov
namiesto toho uverejni oznamenie alebo prijme
podobné opatrenie na informovanie verejnosti o
poruseni ochrany osobnych tidajov.

g) Dovozca udajov zdokumentuje vSetky relevantné
skutocnosti tykajuce sa porusenia ochrany osobnych
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effects and any remedial action taken, and keep a record
thereof.

udajov vratane jeho uUCinkov a vsetkych prijatych
opatreni na napravu a vedie o nich zdznamy.

8.6 Sensitive data

Where the transfer involves personal data revealing
racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership,
genetic data, or biometric data for the purpose of
uniquely identifying a natural person, data concerning
health or a person’s sex life or sexual orientation, or data
relating to criminal convictions or offences (hereinafter
“sensitive data”), the data importer shall apply specific
restrictions and/or additional safeguards adapted to the
specific nature of the data and the risks involved. This
may include restricting the personnel permitted to
access the personal data, additional security measures
(such as pseudonymisation) and/or additional
restrictions with respect to further disclosure.

8.6 Citlivé udaje

Ak prenos zahiiia osobné tidaje odhal’ujuce rasovy alebo
etnicky povod, politické nazory, nabozenské alebo
filozofické presvedcenie alebo c¢lenstvo v odborovych
organizaciach, genetické alebo biometrické (daje na
ucely jedine¢nej identifikacie fyzickej osoby, Udaje
tykajuce sa zdravia alebo sexuédlneho zZivota ¢i sexudlnej
orientéacie osoby, alebo Udaje tykajlce sa odsudenia za
trestné Ciny (d’alej len ,citlivé tdaje”), uplathuje
dovozca idajov osobitné obmedzenia a/alebo dodatocné
zaruky prispbsobené osobitnej povahe Udajov a
suvisiacim rizikam. Moéze to zahffiat obmedzenie
okruhu zamestnancov, ktori maja pristup k osobnym
udajom, dodatocné bezpe¢nostné opatrenia (napriklad
pseudonymizicia) a/alebo dodatoéné obmedzenia v
suvislosti s d’al$im poskytnutim.
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8.7 Onward transfers

The data importer shall not disclose the personal data to
a third party located outside the European Union @ (in
the same country as the data importer or in another third
country, hereinafter “onward transfer”’) unless the third
party is or agrees to be bound by these Clauses, under
the appropriate Module. Otherwise, an onward transfer
by the data importer may only take place if:

Q) it is to a country benefitting from an adequacy
decision pursuant to Article 45 of Regulation (EU)
2016/679 that covers the onward transfer;

(i) the third party otherwise ensures appropriate
safeguards pursuant to Articles 46 or 47 of Regulation
(EU) 2016/679 with respect to the processing in
guestion;

(iii) the third party enters into a binding instrument
with the data importer ensuring the same level of data
protection as under these Clauses, and the data importer
provides a copy of these safeguards to the data exporter;
(iv) it is necessary for the establishment, exercise or
defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings;

(v) it is necessary in order to protect the vital
interests of the data subject or of another natural person;
or

(vi) where none of the other conditions apply, the
data importer has obtained the explicit consent of the
data subject for an onward transfer in a specific
situation, after having informed him/her of its
purpose(s), the identity of the recipient and the possible
risks of such transfer to him/her due to the lack of
appropriate data protection safeguards. In this case, the
data importer shall inform the data exporter and, at the
request of the latter, shall transmit to it a copy of the
information provided to the data subject.

Any onward transfer is subject to compliance by the data
importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.7. Nasledné prenosy

Dovozca udajov poskytne osobné Udaje tretej strane
nachadzajlcej sa mimo Eurdpskej tnie @ (v rovnakej
krajine ako dovozca Udajov alebo v inej tretej krajine,
dalej len ,,nasledny prenos®) len vtedy, ak je tato tretia
strana viazana tymito dolozkami alebo suhlasi s tym, Ze
bude tymito dolozkami viazand, a to v sulade s
prislusSnym modulom. Inak moéze dovozca udajov
uskutoc¢nit’ ndsledny prenos len v tychto pripadoch:

i) uskuto¢nuje sa do krajiny, na ktoru sa
vztahuje rozhodnutie o primeranosti podl'a ¢lanku 45
nariadenia (EU) 2016/679, ktorého predmetom je
nasledny prenos;

i) tretia strana inak zabezpeCuje primerané
zéaruky podla &lankov 46 alebo 47 nariadenia (EU)
2016/679 v savislosti s predmetnym spractvanim;

iii) tretia strana uzavrie s dovozcom Udajov
dohodu o zaviaznom nastroji zabezpecujucom rovnaki
uroveni ochrany tidajov ako podla tychto doloziek a
dovozca Gdajov poskytne kopiu tychto zaruk vyvozcovi
Gdajov;

iv) je to nevyhnutné na ucely preukazovania,
uplatiiovania alebo ochrany pravnych narokov v
kontexte konkrétneho spravneho alebo sddneho

konania, pripadne konania v oblasti regulécie;

V) je to potrebné v zaujme ochrany zivotne
délezitych zaujmov dotknutej osoby alebo inej fyzicke;j
osoby; alebo

vi) ak sa neuplatiuje ziadna z uvedenych
podmienok, dovozca Udajov ziskal vyslovny suhlas
dotknutej osoby s naslednym prenosom v konkrétnej
situacii po tom, ako ju informoval o jeho ucele,
totoznosti prijemcu a moznych rizikach takéhoto
prenosu pre iiu z dévodu nedostatku primeranych zaruk
v oblasti ochrany Udajov. V tomto pripade dovozca
udajov informuje vyvozcu udajov a na jeho ziadost’ mu
odovzdd képiu informécii poskytnutych dotknutej
osobe.

Na tcely akéhokol'vek nasledného prenosu sa vyzaduje,
aby dovozca udajov dodrziaval vSetky ostatné zaruky
podl’a tychto ucelu.

8.8 Processing under the authority of the data
importer

The data importer shall ensure that any person acting
under its authority, including a processor, processes the
data only on its instructions.

8.8. SpracUvanie na zaklade poverenia dovozcu
adajov
Dovozca udajov zabezpe€i, aby akakol'vek osoba
konajuca na zaklade jeho poverenia vratane
sprostredkovatel’a spractivala udaje vylucne podl'a jeho
pokynov.

8.9 Documentation and compliance

() Each Party shall be able to demonstrate
compliance with its obligations under these Clauses. In
particular, the data importer shall keep appropriate

8.9. Dokumentacia a splnenie povinnosti

a) Kazda zmluvna strana musi byt schopna preukazat’
splnenie svojich povinnosti podla tychto doloziek.
Dovozca udajov  uchovdva najmd  prislu$ni
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documentation of the processing activities carried out
under its responsibility.

(b) The data importer shall make such
documentation available to the competent supervisory
authority on request.

dokumentéciu tykajucu sa spracovatel'skych c¢innosti
vykonavanych v ramci jeho zodpovednosti.

b) Dovozca udajov na poziadanie spristupni tato
dokumentéciu prislusnému dozornému organu.

MODULE FOUR: Transfer processor to controller | MODUL ¢&. 4: Prenos od sprostredkovatela k
prevadzkovatel’ovi
8.1 Instructions 8.1. Pokyny

(@) The data exporter shall process the personal
data only on documented instructions from the data
importer acting as its controller.

(b) The data exporter shall immediately inform the
data importer if it is unable to follow those instructions,
including if such instructions infringe Regulation (EU)
2016/679 or other Union or Member State data
protection law.

(©) The data importer shall refrain from any action
that would prevent the data exporter from fulfilling its
obligations under Regulation (EU) 2016/679, including
in the context of sub-processing or as regards
cooperation with competent supervisory authorities.

(d) After the end of the provision of the processing
services, the data exporter shall, at the choice of the data
importer, delete all personal data processed on behalf of
the data importer and certify to the data importer that it
has done so, or return to the data importer all personal
data processed on its behalf and delete existing copies.

a) Vyvozca Udajov spraciva osobné udaje len na
zaklade zdokumentovanych pokynov dovozcu udajov v
postaveni prevadzkovatel’a.

b) Vyvozca Udajov bezodkladne informuje dovozcu
udajov, ak nie je schopny dodrzat’ predmetné pokyny, a
to aj v pripade, Ze dané pokyny porusuju nariadenie
(EU) 2016/679 alebo iné pravne predpisy Unie alebo
¢lenského §tatu o ochrane udajov.

¢) Dovozca udajov sa zdrzi akéhokol'vek konania, ktoré
by vyvozcovi udajov branilo v plneni povinnosti podla
nariadenia (EU) 2016/679, a to aj v kontexte dalsicho
sprostredkovania alebo pokial ide o spolupracu s
prislusnymi dozornymi organmi.

d) Po ukonceni poskytovania spracovatel'skych sluzieb
vyvozca Udajov vymaze vSetky osobné udaje
spractvané v mene dovozcu Udajov a dovozcovi Udajov
tato skutocnost’ potvrdi, alebo dovozcovi tdajov vrati
vSetky osobné udaje spracuvané v jeho mene a vymaze
existujuce kopie, a to podla toho, pre ktori z moznosti
sa dovozca Udajov rozhodne.

8.2 Security of processing

€)) The Parties shall implement appropriate
technical and organisational measures to ensure the
security of the data, including during transmission, and
protection against a breach of security leading to
accidental or unlawful destruction, loss, alteration,
unauthorised disclosure or access (hereinafter ‘personal
data breach’). In assessing the appropriate level of
security, they shall take due account of the state of the
art, the costs of implementation, the nature of the
personal data ® the nature, scope, context and
purpose(s) of processing and the risks involved in the
processing for the data subjects, and in particular
consider having recourse to encryption or
pseudonymisation, including during transmission,
where the purpose of processing can be fulfilled in that
manner.

(b) The data exporter shall assist the data importer
in ensuring appropriate security of the data in
accordance with paragraph (a). In case of a personal data
breach concerning the personal data processed by the
data exporter under these Clauses, the data exporter
shall notify the data importer without undue delay after

8.2. Bezpecnost’ spractvania

a) Zmluvné strany prijmd primerané technické a
organizacné opatrenia na zaistenie bezpecnosti udajov,
a to aj pocas prenosu, ako aj ochrany pred porusenim
bezpecnosti, ktoré vedie k nahodnému alebo
nezakonnému zniceniu, strate, zmene, neopravnenému
poskytnutiu alebo pristupu (d’alej len ,porusenie
ochrany osobnych udajov). Pri posudzovani
primeranej urovne bezpecnosti nalezite zohladnuju
najnovs$ie poznatky, naklady na vykonanie opatreni,
povahu osobnych Gdajov ¥, povahu, rozsah, kontext a
ucel spracuvania a rizikd spojené so spractvanim pre
dotknuté osoby, priom najmid zvazia pouzitie
Sifrovania alebo pseudonymizacie, a to aj pocas
prenosu, ak mozno vd’aka nim splnit’ ucel spractivania.

b) Vyvozca (dajov poméha dovozcovi Udajov
zabezpecit' primerani bezpecnost udajov v stlade s
pismenom a). V pripade porusenia ochrany osobnych
Gdajov tykajuceho sa osobnych Udajov spracivanych
vyvozcom udajov podl'a tychto dolozZiek zasle vyvozca
Gdajov oznam dovozcovi tdajov bez zbyto¢ného
odkladu po tom, ako sa o tejto skutoCnosti dozvie, a
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becoming aware of it and assist the data importer in
addressing the breach.

(c) The data exporter shall ensure that persons
authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate
statutory obligation of confidentiality.

dovozcovi
porusenia.
¢) Vyvozca udajov zabezpeci, aby sa osoby opravnené
spracuvat osobné¢ udaje zaviazali, ze zachovaju
dovernost’ udajov, alebo aby sa na ne vztahovala
primerand zakonnad povinnost’ zachovavat ddvernost’
Gdajov.

Gdajov poskytne pomoc pri naprave

8.3  Documentation and compliance
@) The Parties shall be able to demonstrate
compliance with these Clauses.

(b) The data exporter shall make available to the data
importer all information necessary to demonstrate
compliance with its obligations under these Clauses and
allow for and contribute to audits.

8.3. Dokumentécia a splnenie povinnosti
a) Zmluvné strany musia byt schopné preukazat, ze si
splnili povinnosti podl'a tychto doloziek.

b) Vyvozca tdajov spristupni dovozcovi udajov vsetky
informacie potrebné na preukdzanie, ze si splnil
povinnosti podla tychto doloziek, umozni audity a
poskytne pri nich potrebnt su¢innost’.

Clause 9 DoloZka 9

Use of sub-processors Vyuzivanie d’alSich sprostredkovatel’ov
N/A Neuplatiuje sa

Clause 10 DoloZka 10

Data subject rights

Prava dotknutych os6b

MODULE ONE: Transfer controller to controller

MODUL ¢. 1: Premos od prevadzkovatela k
prevadzkovatelovi

@) The data importer, where relevant with the
assistance of the data exporter, shall deal with any
enquiries and requests it receives from a data subject
relating to the processing of his/her personal data and
the exercise of his/her rights under these Clauses
without undue delay and at the latest within one month
of the receipt of the enquiry or request. ® The data
importer shall take appropriate measures to facilitate
such enquiries, requests and the exercise of data subject
rights. Any information provided to the data subject
shall be in an intelligible and easily accessible form,
using clear and plain language.

(b) In particular, upon request by the data subject
the data importer shall, free of charge:

(i) provide confirmation to the data subject as to
whether personal data concerning him/her is being
processed and, where this is the case, a copy of the data
relating to him/her and the information in Annex I; if
personal data has been or will be onward transferred,
provide information on recipients or categories of
recipients (as appropriate with a view to providing
meaningful information) to which the personal data has
been or will be onward transferred, the purpose of such
onward transfers and their ground pursuant to Clause
8.7; and provide information on the right to lodge a
complaint with a supervisory authority in accordance
with Clause 12(c)(i);

a) Dovozca Udajov sa pripadne s pomocou vyvozcu
udajov zaobera vSetkymi otazkami a ziadost'ami, ktoré
dostane od dotknutej osoby a ktoré sa tykajd
spraciivania jej osobnych udajov a uplatiiovania jej prav
podl'a tychto doloziek, a to bez zbytocného odkladu a
najneskor do jedného mesiaca od prijatia predmetnej
otazky alebo ziadosti.®) Dovozca Udajov prijme vhodné
opatrenia na ulahCenie tychto otdzok, ziadosti a
uplatiiovania prav dotknutej osoby. Vsetky informéacie
poskytnuté dotknutej osobe musia byt v zrozumitel'nej
a Tlahko dostupnej forme, pricom musia byt
formulované jasne a jednoducho.

b) Na ziadost dotknutej osoby dovozca udajov
predovsetkym bezplatne:

1) poskytne dotknutej osobe potvrdenie o tom, Ci sa
spracUvaju osobné Udaje, ktoré sa jej tykaju; ak ano,
kopiu Udajov, ktoré sa jej tykaju, a informéacie v prilohe
I; ak osobné udaje boli alebo budl nasledne prendsané,
poskytne informécie o prijemcoch alebo kategériach
prijemcov (podla potreby s cielom poskytnat
zmysluplné informacie), ktorym osobné Udaje boli
alebo budii nasledne prenasané, ucel takychto
naslednych prenosov a ich dovod podla dolozky 8.7; a
poskytne informécie o prave podat’ staznost’ dozornému
organu v sulade s dolozkou 12 pism. c¢) bodom 1i);
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(i) rectify inaccurate or data
concerning the data subject;

(iii)  erase personal data concerning the data subject
if such data is being or has been processed in violation
of any of these Clauses ensuring third-party beneficiary
rights, or if the data subject withdraws the consent on
which the processing is based.

(c) Where the data importer processes the personal
data for direct marketing purposes, it shall cease
processing for such purposes if the data subject objects
to it.

(d) The data importer shall not make a decision
based solely on the automated processing of the
personal data transferred (hereinafter ‘“automated
decision”), which would produce legal effects
concerning the data subject or similarly significantly
affect him / her, unless with the explicit consent of the
data subject or if authorised to do so under the laws of
the country of destination, provided that such laws lays
down suitable measures to safeguard the data subject’s
rights and legitimate interests. In this case, the data
importer shall, where necessary in cooperation with the
data exporter:

(1) inform the data subject about the envisaged
automated decision, the envisaged consequences and
the logic involved; and

(i) implement suitable safeguards, at least by
enabling the data subject to contest the decision, express
his/her point of view and obtain review by a human
being.

(e) Where requests from a data subject are
excessive, in particular because of their repetitive
character, the data importer may either charge a
reasonable fee taking into account the administrative
costs of granting the request or refuse to act on the
request.

(f The data importer may refuse a data subject’s
request if such refusal is allowed under the laws of the
country of destination and is necessary and
proportionate in a democratic society to protect one of
the objectives listed in Article 23(1) of Regulation (EU)
2016/679.

(9) If the data importer intends to refuse a data
subject’s request, it shall inform the data subject of the
reasons for the refusal and the possibility of lodging a
complaint with the competent supervisory authority
and/or seeking judicial redress.

incomplete

(i) opravi nespravne alebo nelplné Gdaje tykajice sa
dotknutej osoby;

(iii) vymaze osobné udaje tykajice sa dotknutej osoby,
ak sa takéto udaje spractvaju alebo spractvali v rozpore
s dolozkami, ktorych cielom je zabezpecit prava
opravnenej tretej strany, alebo ak dotknuté osoba odvola
stihlas, na ktorom je spractivanie zalozené.

c) Ak dovozca udajov spractiva osobné udaje na ucely
priameho marketingu, spraciivanie na tieto ucely
ukonci, ak dotknuta osoba proti tomu namieta.

d) Dovozca tdajov nie je opravneny zalozit’ rozhodnutie
len na automatizovanom spracuvani prendsanych
osobnych tudajov (dalej len ,automatizované
rozhodnutie®), ktoré by vyvoldvalo pravne ucinky
tykajlce sa dotknutej osoby alebo by ju podobne
vyznamne ovplyviiovalo, okrem pripadu, Ze by s tym
dotknutd osoba vyslovne suhlasila alebo dovozca
udajov mé na to opravnenie podl'a pravnych predpisov
krajiny uréenia, pokial’ sa v tychto pravnych predpisoch
stanovuju vhodné opatrenia na zarucenie prav a
opravnenych zaujmov dotknutej osoby. V takom
pripade je dovozca U(dajov samostatne alebo v
spolupréci s vyvozcom udajov povinny:

(i) informovat dotknutG osobu o zamys$lanom
automatizovanom rozhodnuti a dosledkoch, ako aj o
stvisiacej logike, a

(i1) zaviest vhodné zaruky, a to aspon tak, Ze sa
dotknutej osobe umozni napadnit predmetné
rozhodnutie, vyjadrit svoj ndzor a dosiahnut
preskiimanie ¢lovekom.

e) Ak su ziadosti dotknutej osoby neprimerané najmi z
dovodu ich opakujtcej sa povahy, dovozca idajov moze
bud’ vyuctovat primerany poplatok zohladiujuci
administrativne naklady v savislosti s vybavenim
ziadosti, alebo ziadost” odmietnut’.

(f) Dovozca tdajov médze ziadost dotknutej osoby
zamietnut, ak takéto zamietnutie povoluju pravne
predpisy krajiny urCenia, pricom je to nevyhnutné a
primerané v demokratickej spolo¢nosti na ochranu
jedného z cielov uvedenych v c¢lanku 23 ods. 1
nariadenia (EU) 2016/679.

(g) Ak ma dovozca udajov v imysle zamietnut’ ziadost’
dotknutej osoby, informuje dotknutd osobu o dévodoch
zamietnutia a moznosti podat’ staznost’ prislusSnému
dozornému organu a/alebo domahat’ sa napravy na stude.

MODULE FOUR: Transfer processor to controller

MODUL ¢&. 4: Prenos od sprostredkovatela k
prevadzkovatelovi

The Parties shall assist each other in responding to
enquiries and requests made by data subjects under the

Zmluvné strany si navzajom poskytuji pomoc pri
reagovani na otazky a ziadosti dotknutych os6b podla
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local law applicable to the data importer or, for data
processing by the data exporter in the EU, under
Regulation (EU) 2016/679.

miestneho prava uplatnitelného na dovozcu udajov
alebo v pripade spractvania Udajov vyvozcom Udajov v
EU podl’a nariadenia (EU) 2016/679.

Clause 11 DoloZka 11
Redress Néprava
@) The data importer shall inform data subjects in | a) Dovozca udajov informuje dotknuté osoby v

a transparent and easily accessible format, through
individual notice or on its website, of a contact point
authorised to handle complaints. It shall deal promptly
with any complaints it receives from a data subject.

transparentnom a lahko dostupnom  formate
prostrednictvom individudlneho oznamenia alebo na
svojom webovom sidle o kontaktnom mieste, ktoré je
opravnené vybavovat staznosti. Bezodkladne sa
zaobera vSetkymi staznostami, ktoré dostane od
dotknutej osoby.

MODULE ONE: Transfer controller to controller

MODUL ¢. 1: Prenos od prevadzkovatela k
prevadzkovatel’ovi

(b) In case of a dispute between a data subject and
one of the Parties as regards compliance with these
Clauses, that Party shall use its best efforts to resolve the
issue amicably in a timely fashion. The Parties shall
keep each other informed about such disputes and,
where appropriate, cooperate in resolving them.

(c) Where the data subject invokes a third-party
beneficiary right pursuant to Clause 3, the data importer
shall accept the decision of the data subject to:

(1) lodge a complaint with the supervisory
authority in the Member State of his/her habitual
residence or place of work, or the competent
supervisory authority pursuant to Clause 13;

(i) refer the dispute to the competent courts within
the meaning of Clause 18.

(d) The Parties accept that the data subject may be
represented by a not-for-profit body, organisation or
association under the conditions set out in Article 80(1)
of Regulation (EU) 2016/679.

(e) The data importer shall abide by a decision that
is binding under the applicable EU or Member State
law.

(f The data importer agrees that the choice made
by the data subject will not prejudice his/her substantive
and procedural rights to seek remedies in accordance
with applicable laws.

b) V pripade sporu medzi dotknutou osobou a jednou zo
zmluvnych stran, ktory sa tyka dodrziavania ustanoveni
tychto doloziek, vynalozi tito zmluvnd strana
maximalne usilie na rychle vyrieSenie sporu formou
zmieru. Zmluvné strany sa navzajom informujd o
takychto sporoch a v pripade potreby spolupracujd na
ich rieSeni.

c) Ak sa dotknutd osoba odvolava na pravo opravnenej
tretej strany podla dolozky 3, dovozca udajov akceptuje
rozhodnutie dotknutej osoby:

(i) podat’ st'aznost’ dozornému organu v ¢lenskom §tate
svojho obvyklého pobytu alebo miesta vykonu préce,
alebo prislusnému dozornému orgénu podla dolozky
13;

(i1) postupit’ spor prislusnym sadom v zmysle dolozky
18.

(d) Zmluvné strany suhlasia s tym, aby dotknut( osobu
zastupoval neziskovy subjekt, organizécia alebo
zdruZenie za podmienok stanovenych v ¢lanku 80 ods.
1 nariadenia (EU) 2016/679.

(e) Dovozca udajov je povinny riadit’ sa rozhodnutim,
ktoré je zavizné podla platnych pravnych predpisov EU
alebo ¢lenského Statu.

() Dovozca tudajov vyjadruje sthlas s tym, Ze
rozhodnutie dotknutej osoby nebude mat’ vplyv na jej
hmotné a procesné prava domahat’ sa napravy v sulade
s platnymi pravnymi predpismi.

Clause 12 DoloZka 12
Liability Zodpovednost’
(@) Each Party shall be liable to the other Party/ies | (a) Kazdd zmluvnd strana je zodpovedna voci

for any damages it causes the other Party/ies by any
breach of these Clauses.

(b) Each Party shall be liable to the data subject,
and the data subject shall be entitled to receive
compensation, for any material or non-material
damages that the Party causes the data subject by
breaching the third-party beneficiary rights under these

druhej zmluvnej strane za akukol'vek ujmu, ktoru jej
sposobi v dosledku porusenia tychto doloziek.

(b) Kazdd zmluvnd strana je zodpovedna voci
dotknutej osobe =za akukol'vek majetkovi alebo
nemajetkovi ujmu, ktord spbsobi dotknutej osobe
porusenim prav opravnenej tretej strany podla tychto
doloziek, pricom dotknuta osoba ma narok na nahradu
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Clauses. This is without prejudice to the liability of the
data exporter under Regulation (EU) 2016/679.

(c) Where more than one Party is responsible for
any damage caused to the data subject as a result of a
breach of these Clauses, all responsible Parties shall be
jointly and severally liable and the data subject is
entitled to bring an action in court against any of these
Parties.

(d) The Parties agree that if one Party is held liable
under paragraph (c), it shall be entitled to claim back
from the other Party/ies that part of the compensation
corresponding to its/their responsibility for the damage.

(e) The data importer may not invoke the conduct
of a processor or sub-processor to avoid its own liability.

uvedenej ujmy. Tym nie je dotknutd zodpovednost
vyvozcu udajov podl'a nariadenia (EU) 2016/679.

(© Ak je za ujmu spbsobeni dotknutej osobe v
dosledku porusenia tychto doloziek zodpovedna viac
ako jedna zmluvna strana, tieto zmluvné strany
zodpovedaju spolocne a nerozdielne, pricom dotknuta
osoba je opravnena podat Zalobu na sud proti
ktorejkol'vek z tychto zmluvnych stran.

(d) Zmluvné strany sa dohodli, ze v pripade, ked’
nesie zodpovednost’ podla pismena c) jedna zmluvna
strana, je opravnena ziadat’ od druhej zmluvnej strany
vratenie Casti ndhrady vyjadrujicej jej zodpovednost’ za
ujmu.

()] Dovozca udajov sa nemoZe odvolavat na
konanie sprostredkovatel’a alebo dalsieho
sprostredkovatel'a s cielom zbavit' sa svojej vlastnej
zodpovednosti.

Clause 13 DoloZka 13

Supervision DohPad

MODULE ONE: Transfer controller to controller MODUL ¢&. 1: Prenos od prevadzkovatela k
prevadzkovatel’ovi

@) The supervisory authority with responsibility | (a) Dozorny organ zodpovedny za zabezpelenie

for ensuring compliance by the data exporter with
Regulation (EU) 2016/679 as regards the data transfer,
as indicated in Annex I.C, shall act as competent
supervisory authority.

(b) The data importer agrees to submit itself to the
jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at
ensuring compliance with these Clauses. In particular,
the data importer agrees to respond to enquiries, submit
to audits and comply with the measures adopted by the
supervisory authority, including remedial and
compensatory measures. It shall provide the supervisory
authority with written confirmation that the necessary
actions have been taken.

toho, aby vyvozca tudajov dodrziaval ustanovenia
nariadenia (EU) 2016/679 v oblasti prenosu Gdajov
podl'a prilohy I ¢asti C, ma postavenie prislusného
dozorného organu.

(b) Dovozca Udajov sa zavdzuje, ze sa podriadi
jurisdikcii prislusného dozorného organu a bude s nim
spolupracovat’ v ramci akychkol'vek konani, ktorych
cielom je zabezpecit' dodrziavanie tychto doloziek.
Dovozca tidajov sa najmi zavézuje reagovat’ na otazky,
podriadit’ sa auditom a konat’ v stlade s opatreniami
prijatymi dozornym organom vratane napravnych a
kompenzacnych opatreni. Dozornému organu poskytne
pisomné potvrdenie, Ze boli prijaté potrebné opatrenia.

SECTION 111 - LOCAL LAWS AND
OBLIGATIONS IN CASE OF ACCESS BY
PUBLIC AUTHORITIES

ODDIEL 11l — MIESTNE PRAVNE PREDPISY A
POVINNOSTI \Y PRIPADE PRISTUPU
ORGANOV VEREJNEJ MOCI

Clause 14

Dolozka 14

Local laws and practices affecting compliance with
the Clause

Miestne pravne predpisy a prax, ktoré maju vplyv
na dodrZiavanie doloZiek

CDX0159-13_Slovakia_Pl Kozub_Data Protection Agreement

Page 22 of 36




MODULE ONE: Transfer controller to controller

MODULE FOUR: Transfer processor to controller
(where the EU processor combines the personal data
received from the third country-controller with personal
data collected by the processor in the EU)

MODUL ¢. 1: Prenos od prevadzkovatela k
prevadzkovatelovi

MODUL ¢&. 4: Prenos od sprostredkovatela k
prevadzkovatelPovi (ak sprostredkovatel v ~EU
kombinuje osobné udaje prijaté od prevadzkovatela z
tretej krajiny s osobnymi Gdajmi, ktoré ziskal
sprostredkovatel’ v EU)

@) The Parties warrant that they have no reason to
believe that the laws and practices in the third country
of destination applicable to the processing of the
personal data by the data importer, including any
requirements to disclose personal data or measures
authorising access by public authorities, prevent the data
importer from fulfilling its obligations under these
Clauses. This is based on the understanding that laws
and practices that respect the essence of the fundamental
rights and freedoms and do not exceed what is necessary
and proportionate in a democratic society to safeguard
one of the objectives listed in Article 23(1) of
Regulation (EU) 2016/679, are not in contradiction with
these Clauses.

(b) The Parties declare that in providing the
warranty in paragraph (a), they have taken due account
in particular of the following elements:

(i) the specific circumstances of the transfer,
including the length of the processing chain, the number
of actors involved and the transmission channels used,;
intended onward transfers; the type of recipient; the
purpose of processing; the categories and format of the
transferred personal data; the economic sector in which
the transfer occurs; the storage location of the data
transferred:;

(i) the laws and practices of the third country of
destination— including those requiring the disclosure of
data to public authorities or authorising access by such
authorities — relevant in light of the specific
circumstances of the transfer, and the applicable
limitations and safeguards®;

(iii)  any relevant contractual, technical or
organisational safeguards put in place to supplement the
safeguards under these Clauses, including measures
applied during transmission and to the processing of the
personal data in the country of destination.

(c) The data importer warrants that, in carrying out
the assessment under paragraph (b), it has made its best
efforts to provide the data exporter with relevant
information and agrees that it will continue to cooperate
with the data exporter in ensuring compliance with these
Clauses.

(d) The Parties agree to document the assessment
under paragraph (b) and make it available to the
competent supervisory authority on request.

@ Zmluvné strany vyhlasujl, Ze nemaju ziadny
dévod povazovat pravne predpisy a prax v tretej krajine
urcenia, pokial ide o spracuvanie osobnych tdajov
dovozcom udajov vratane akychkol'vek poziadaviek na
poskytovanie osobnych Udajov alebo opatreni, ktorymi
sa povol'uje pristup orgdnov verejnej moci, za prekazku,
ktor4 by brénila dovozcovi (dajov v plneni jeho
povinnosti vyplyvajucich z tychto doloziek. Uvedené
vychadza z vykladu, podl'a ktorého pravne predpisy a
prax, ktoré reSpektuju podstatu zékladnych prav a
slobdd a neprekracuju ramec toho, ¢o je nevyhnutné a
primerané v demokratickej spolo¢nosti na zabezpecenie
jedného z cielov uvedenych v clanku 23 ods. 1
nariadenia (EU) 2016/679, nie su v rozpore s tymito
dolozkami.

(b) Zmluvné strany deklaruji, ze v stvislosti s
vyhlasenim v pismene a) naleZite zohl'adnili najma tieto
prvky:

i) osobitné okolnosti prenosu vratane
dizky spracovatel'ského retazca, poétu zapojenych
aktérov a pouzitych prenosovych kanalov; zamysl'ané
nasledné prenosy; typ prijemcu; ucel spracuvania;
kategorie a format prenasanych osobnych tdajov;
odvetvie hospodarstva, v ktorom sa prevod uskuto¢iuje;
miesto uchovavania prenasanych udajov;

ii) pravne predpisy a prax tretej krajiny urenia —
vratane tych, podl'a ktorych sa vyzaduje poskytovanie
udajov organom verejnej moci alebo povoluje pristup
tychto organov, — ktoré si relevantné vzhladom na
osobitné okolnosti prenosu, ako aj uplatnitelné
obmedzenia a zaruky®

iii) vSetky prislusné zmluvné, technické alebo
organiza¢né zaruky zavedené na doplnenie zaruk podl'a
tychto doloziek vratane opatreni uplatiovanych pocas
prenosu a spracUvania osobnych uUdajov v krajine
urcenia.

c) Dovozca udajov vyhlasuje, ze pri vykonavani
posudenia podl'a pismena b) vynalozil maximalne usilie
na to, aby poskytol vyvozcovi Udajov relevantné
informécie, a zavédzuje sa nadalej spolupracovat’ s
vyvozcom udajov tak, aby sa zabezpecilo dodrziavanie
tychto doloziek.

d) Zmluvné strany sa zavizuju zdokumentovat
posudenie podla pismena b) a na poziadanie tato
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(e) The data importer agrees to notify the data
exporter promptly if, after having agreed to these
Clauses and for the duration of the contract, it has reason
to believe that it is or has become subject to laws or
practices not in line with the requirements under
paragraph (), including following a change in the laws
of the third country or a measure (such as a disclosure
request) indicating an application of such laws in
practice that is not in line with the requirements in
paragraph (a).

0) Following a notification pursuant to paragraph
(e), or if the data exporter otherwise has reason to
believe that the data importer can no longer fulfil its
obligations under these Clauses, the data exporter shall
promptly identify appropriate measures (e.g. technical
or organisational measures to ensure security and
confidentiality) to be adopted by the data exporter
and/or data importer to address the situation. The data
exporter shall suspend the data transfer if it considers
that no appropriate safeguards for such transfer can be
ensured, or if instructed by the competent supervisory
authority to do so. In this case, the data exporter shall be
entitled to terminate the contract, insofar as it concerns
the processing of personal data under these Clauses. If
the contract involves more than two Parties, the data
exporter may exercise this right to termination only with
respect to the relevant Party, unless the Parties have
agreed otherwise. Where the contract is terminated
pursuant to this Clause, Clause 16(d) and (e) shall apply.

dokumentaciu
organu.

e) Dovozca udajov sa zavizuje bezodkladne oznamit’
vyvozcovi udajov, ¢i ma po vyjadreni suhlasu s tymito
dolozkami pocas trvania zmluvy dévod domnievat’ sa,
Ze sa na neho vzt'ahuju alebo zacali vztahovat’ pravne
predpisy alebo prax, ktoré nie su v sulade s
poziadavkami podla pismena a), a to aj po zmene
pravnych predpisov tretej krajiny alebo prijati opatrenia
(ako je ziadost’ o poskytnutie tidajov) tykajiceho sa
uplatnenia takychto pravnych predpisov v praxi, ktoré
nie je v stlade s poziadavkami podla pismena a).

f) V nadviznosti na oznamenie podl'a pismena ¢) alebo
ak ma vyvozca udajov inak dovod domnievat’ sa, ze
dovozca udajov uz neméze plnit’ svoje povinnosti podl'a
tychto doloziek, vyvozca udajov bezodkladne urci
vhodné opatrenia (napriklad technické alebo
organizaéné opatrenia na zaistenie bezpecnosti a
dbévernosti), ktoré ma prijat’ vyvozca udajov a/alebo
dovozca udajov na rieSenie situacie. Vyvozca udajov
prerusi prenos udajov, ak sa domnieva, Ze nie je mozné
zabezpecit' primerané zaruky pre takyto prenos, alebo
ak mu da na to pokyn prislusny dozorny organ. V takom
pripade je vyvozca tudajov opravneny vypovedat
zmluvu, pokial’ ide o spracuvanie osobnych udajov
podla tychto doloziek. Ak ma zmluva viac ako dve
zmluvné strany, vyvozca udajov ju mdze vypovedat len
vo vztahu k prislusnej zmluvnej strane, pokial sa
zmluvné strany nedohodli inak. V pripade vypovedania
zmluvy podla tejto dolozky sa uplatni dolozka 16 pism.
d) ae).

spristupnit’ prislusnému dozornému

Clause 15

DoloZka 15

Obligations of the data importer in case of access by
public authorities

Povinnosti dovozcu Udajov v pripade pristupu
orgéanov verejnej moci

MODULE ONE: Transfer controller to controller

MODULE FOUR: Transfer processor to controller
(where the EU processor combines the personal data
received from the third country-controller with personal
data collected by the processor in the EU)

MODUL ¢. 1: Premos od prevadzkovatela k
prevadzkovatelovi

MODUL ¢. 4: Prenos od sprostredkovatela k
prevadzkovatelPovi (ak sprostredkovatel v EU
kombinuje osobné udaje prijaté od prevadzkovatela z
tretej krajiny s osobnymi (dajmi, ktoré ziskal
sprostredkovatel’ v EU)

15.1  Notification 15.1. Oznamenie
@) The data importer agrees to notify the data | (a) Dovozca Udajov sa zavéazuje bezodkladne
exporter and, where possible, the data subject promptly | zaslat’ oznamenie vyvozcovi udajov a pripadne

(if necessary with the help of the data exporter) if it:

(1) receives a legally binding request from a public
authority, including judicial authorities, under the laws
of the country of destination for the disclosure of
personal data transferred pursuant to these Clauses; such
notification shall include information about the personal

dotknutej osobe (v pripade potreby s pomocou vyvozcu
Gdajov), ak:

) dostane pravne zavdznl ziadost' od organu
verejnej moci vratane sidnych organov podla pravnych
predpisov krajiny urCenia o poskytnutie osobnych
udajov prenasanych podla tychto doloziek; takéto
ozndmenie obsahuje informécie 0 pozadovanych
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data requested, the requesting authority, the legal basis
for the request and the response provided; or

(i) becomes aware of any direct access by public
authorities to personal data transferred pursuant to these
Clauses in accordance with the laws of the country of
destination; such notification shall include all
information available to the importer.

(b) If the data importer is prohibited from notifying
the data exporter and/or the data subject under the laws
of the country of destination, the data importer agrees to
use its best efforts to obtain a waiver of the prohibition,
with a view to communicating as much information as
possible, as soon as possible. The data importer agrees
to document its best efforts in order to be able to
demonstrate them on request of the data exporter.

(c) Where permissible under the laws of the
country of destination, the data importer agrees to
provide the data exporter, at regular intervals for the
duration of the contract, with as much relevant
information as possible on the requests received (in
particular, number of requests, type of data requested,
requesting authority/ies, whether requests have been
challenged and the outcome of such challenges, etc.).
(d) The data importer agrees to preserve the
information pursuant to paragraphs (a) to (c) for the
duration of the contract and make it available to the
competent supervisory authority on request.

(e) Paragraphs (2) to (c) are without prejudice to the
obligation of the data importer pursuant to Clause 14(e)
and Clause 16 to inform the data exporter promptly
where it is unable to comply with these Clauses.

osobnych tdajoch, ziadajicom organe, pravnom
zaklade ziadosti a poskytnutej odpovedi; alebo

i) sa dozvie 0 akomkol'vek priamom pristupe
organov verejnej moci k osobnym udajom prenaSanym
podla tychto doloziek v stlade s pravnymi predpismi
krajiny urcenia; takéto ozndmenie obsahuje vSetky
informécie, ktoré ma dovozca k dispozicii.

(b) Ak sa dovozcovi udajov zakazuje podla
pravnych predpisov krajiny urcenia zaslat’ ozndmenie
vyvozcovi Udajov a/alebo dotknutej osobe, dovozca
udajov sa zavizuje vynalozit maximalne Usilie na
ziskanie vynimky zo zakazu s cielom ozndmit® ¢o
najviac informacii a ¢o najskor. Dovozca tdajov sa
zavézuje zdokumentovat’ svoje maximalne Usilie tak,
aby ho mohol na Ziadost’ vyvozcu tdajov preukazat’.
(©) Ak to pravne predpisy krajiny urCenia
umoznujt, dovozca udajov sa zavizuje, Ze pocas trvania
zmluvy bude vyvozcovi Udajov Vv pravidelnych
intervaloch poskytovat ¢o najviac relevantnych
informécii o prijatych ziadostiach (najmé pocet Ziadosti,
druh pozadovanych tudajov, ziadajuci organ, ¢i boli
ziadosti napadnuté a vysledok suvisiacich konani atd’.).
(d) Dovozca udajov sa zavizuje, ze informacie
podl’a pismen a) aZ ¢) uchova pocas trvania zmluvy a na
poziadanie ich spristupni prislusnému dozornému
organu.

(e Pismena a) az ¢) sa uplatiiuji bez toho, aby bola
dotknuta povinnost’ dovozcu udajov podla dolozky 14
pism. e) adolozky 16, ato bezodkladne informovat’
vyvozcu udajov, ak nie je schopny konat' v sulade
s tymito dolozkami.

15.2  Review of legality and data minimisation 15.2.  Preskimanie zakonnosti a minimalizacia
Gdajov
€)) The data importer agrees to review the legality | (a) Dovozca udajov sa zavizuje preskumat’

of the request for disclosure, in particular whether it
remains within the powers granted to the requesting
public authority, and to challenge the request if, after
careful assessment, it concludes that there are
reasonable grounds to consider that the request is
unlawful under the laws of the country of destination,
applicable obligations under international law and
principles of international comity. The data importer
shall, under the same conditions, pursue possibilities of
appeal. When challenging a request, the data importer
shall seek interim measures with a view to suspending
the effects of the request until the competent judicial
authority has decided on its merits. It shall not disclose
the personal data requested until required to do so under
the applicable procedural rules. These requirements are
without prejudice to the obligations of the data importer
under Clause 14(e).

zakonnost’ ziadosti o poskytnutie tdajov, najmé ¢i je
zachovana pravomoc ziadajuceho organu verejnej moci,
a ziadost’ napadnut, ak po dokladnom posudeni dospeje
k zaveru, ze existuji opodstatnené dévody domnievat
sa, ze ziadost’ je nezakonna podl'a pravnych predpisov
krajiny  urenia, platnych  zavdzkov  podla
medzinarodného prava a zasad Ustretovosti
v medzinarodnych vztahoch. Dovozca udajov je za
rovnakych podmienok povinny vyuZzivat moznosti
odvolania. Pri napadnuti ziadosti dovozca udajov
navrhne nariadenie predbeznych opatreni s cielom
pozastavit U¢inky ziadosti dovtedy, kym prislusny
sudny organ nerozhodne vo veci samej. Pozadované
osobné udaje poskytne az vtedy, ked je na to povinny
podla platnych procesnych pravidiel. Tymito
poziadavkami nie st dotknuté povinnosti dovozcu
udajov podl'a dolozky 14 pism. e).
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(b) The data importer agrees to document its legal
assessment and any challenge to the request for
disclosure and, to the extent permissible under the laws
of the country of destination, make the documentation
available to the data exporter. It shall also make it
available to the competent supervisory authority on
request.

(c) The data importer agrees to provide the
minimum amount of information permissible when
responding to a request for disclosure, based on a
reasonable interpretation of the request.

(b) Dovozca udajov sa zavdzuje zdokumentovat
prislusné pravne posudenie, ako aj akékol'vek
napadnutie Ziadosti o poskytnutie (dajov, a v rozsahu
povolenom pravnymi predpismi krajiny urcenia
spristupni  dokumentaciu vyvozcovi Udajov. Na
poziadanie spristupni tato dokumentaciu aj prislusnému
dozornému orgénu.

(© Dovozca udajov sa zavidzuje, ze v ramci
odpovede na Zziadost' o poskytnutie Udajov poskytne
minimalne dovolené mnozstvo informacii, ato na
zaklade primeraného vykladu Ziadosti.

SECTION IV — FINAL PROVISIONS

ODDIEL IV - ZAVERECNE USTANOVENIA

Clause 16

Dolozka 16

Non-compliance with the Clauses and termination

Nedodrianie doloZiek a ukoncenie platnosti

@) The data importer shall promptly inform the
data exporter if it is unable to comply with these
Clauses, for whatever reason.

(b) In the event that the data importer is in breach
of these Clauses or unable to comply with these Clauses,
the data exporter shall suspend the transfer of personal
data to the data importer until compliance is again
ensured or the contract is terminated. This is without
prejudice to Clause 14(f).

(c) The data exporter shall be entitled to terminate
the contract, insofar as it concerns the processing of
personal data under these Clauses, where:

(1) the data exporter has suspended the transfer of
personal data to the data importer pursuant to paragraph
(b) and compliance with these Clauses is not restored
within a reasonable time and in any event within one
month of suspension;

(i) the data importer is in substantial or persistent
breach of these Clauses; or

(ili)  the data importer fails to comply with a binding
decision of a competent court or supervisory authority
regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory
authority of such non-compliance. Where the contract
involves more than two Parties, the data exporter may
exercise this right to termination only with respect to the
relevant Party, unless the Parties have agreed otherwise.
(d) For Module One: Personal data that has been
transferred prior to the termination of the contract
pursuant to paragraph (c) shall at the choice of the data
exporter immediately be returned to the data exporter or
deleted in its entirety. The same shall apply to any
copies of the data.

For Module Four: Personal data collected by the data
exporter in the EU that has been transferred prior to the
termination of the contract pursuant to paragraph (c)

@ Dovozca Udajov bezodkladne informuje
vyvozcu Udajov, ak nie je schopny tieto pokyny
z akéhokol'vek dovodu dodrzat’.

(b) V pripade, ze dovozca tdajov porusuje tieto
dolozky alebo nie je schopny plnit’ si povinnosti podl'a
tychto doloziek, vyvozca udajov pozastavi prenos
osobnych Gdajov dovozcovi udajov, kym sa opat
nedosiahne sulad alebo neddjde k ukonéeniu platnosti
zmluvy. Dolozka 14 pism. f) tym nie je dotknuta.

(© Vyvozca tUdajov je opravneny vypovedat
zmluvu vrozsahu, vakom sa tyka spraclvania
osobnych udajov podrla tychto doloziek, ak:

i) vyvozca udajov  prerusil  prenos
osobnych udajov dovozcovi udajov podla pismena b)
a dodrziavanie tychto doloziek sa  neobnovi
v primeranej lehote av kazdom pripade do jedného
mesiaca od prerusenia;

i) dovozca Udajov zavaznym alebo
trvalym sposobom porusuje tieto dolozky; alebo
iii) dovozca udajov poruSuje zavdzné

rozhodnutie prislusného sidu alebo dozorného orgénu,
pokial’ ide o jeho povinnosti podl'a tychto doloziek.

V tychto pripadoch informuje o tomto poruseni
prislusny dozorny organ. Ak ma zmluva viac ako dve
zmluvné strany, vyvozca udajov ju mdze vypovedat’ len
vo vztahu k prislusnej zmluvnej strane, pokial sa
zmluvné strany nedohodli inak.

(d) V pripade modulu €. 1: Osobné idaje, ktoré boli
prenesené pred vypovedanim zmluvy podla pismena c),
sa bezodkladne vratia vyvozcovi Udajov alebo v celom
rozsahu vymaz{, a to podla toho, pre ktora z moznosti
sa vyvozca Udajov rozhodne. To isté plati v pripade
kopii udajov.

V pripade modulu ¢. 4: Osobné udaje ziskané vyvozcom
dajov v EU, ktoré boli prenesené pred vypovedanim
zmluvy podla pismena c), sa bezodkladne v celom
rozsahu vymazi, vratane ich kopii.
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shall immediately be deleted in its entirety, including
any copy thereof.

The data importer shall certify the deletion of the data
to the data exporter. Until the data is deleted or returned,
the data importer shall continue to ensure compliance
with these Clauses. In case of local laws applicable to
the data importer that prohibit the return or deletion of
the transferred personal data, the data importer warrants
that it will continue to ensure compliance with these
Clauses and will only process the data to the extent and
for as long as required under that local law.

(e) Either Party may revoke its agreement to be
bound by these Clauses where (i) the European
Commission adopts a decision pursuant to Article 45(3)
of Regulation (EU) 2016/679 that covers the transfer of
personal data to which these Clauses apply; or (ii)
Regulation (EU) 2016/679 becomes part of the legal
framework of the country to which the personal data is
transferred. This is without prejudice to other
obligations applying to the processing in question under
Regulation (EU) 2016/679.

Dovozca udajov zabezpecuje dodrZiavanie tychto
doloziek dovtedy, kym ned6jde k vymazaniu alebo
vrateniu udajov. Pokial’ ide o miestne pravne predpisy
uplatnitel'né na dovozcu udajov, ktorymi sa zakazuje
vratenie alebo vymazanie prenesenych osobnych
Gdajov, dovozca udajov vyhlasuje, ze bude nadalej
zabezpeCovat’ sulad s tymito dolozkami a Udaje bude
spracavat’ len vtakom rozsahu atak dlho, ako to
vyzaduje uvedené miestne pravo.

Q) Ktorakol'vek zo zmluvnych stran moze odvolat
svoj stihlas s tym, Ze bude viazana tymito dolozkami, ak
1) Eurdpska komisia prijme rozhodnutie podla ¢lanku
45 ods. 3 nariadenia (EU) 2016/679 tykajlice sa prenosu
osobnych udajov, na ktoré sa vztahuju tieto dolozky,
alebo ii) nariadenie (EU) 2016/679 sa stane stcastou
prdvneho ramca krajiny, do ktorej sa osobné udaje
prenaSaju. Tym nie su dotknuté ostatné povinnosti
vztahujuce sa na predmetné spractvanie podla
nariadenia (EU) 2016/679.

Clause 17

Dolozka 17

Governing law

Rozhodné pravo

These Clauses shall be governed by the law of a country
allowing for third-party beneficiary rights. The Parties
agree that this shall be the law of Slovak Republic.

Tieto dolozky sa riadia pravom clenského Statu
Europskej unie, ak toto pravo priznava ucinok pravam
opravnenej tretej strany. Zmluvné strany sa dohodli, Ze
tymto prdvom je pravny poriadok Slovenskej republiky.

Clause 18 DoloZka 18

Choice of forum and jurisdiction Vol’ba sudu a pravomoci

MODULE ONE: Transfer controller to controller MODUL ¢&. 1: Prenos od prevadzkovatela k
prevadzkovatel’ovi

€)) Any dispute arising from these Clauses shall be
resolved by the courts of an EU Member State.

(b) The Parties agree that those shall be the courts
of Slovak Republic.

(c) A data subject may also bring legal proceedings
against the data exporter and/or data importer before the
courts of the Member State in which he/she has his/her
habitual residence.

(d) The Parties agree to submit themselves to the
jurisdiction of such courts.

(@) Na rozhodovanie sporov vyplyvajucich z tychto
doloziek st prisluiné stdy ¢lenského statu EU.

(b) Zmluvné strany sa dohodli, ze tymito sudmi st sudy
Slovenskej republiky.

(c) Dotknuta osoba moéZe podat navrh na zacatie
konania proti vyvozcovi Udajov a/alebo dovozcovi
udajov aj na sudoch ¢lenského S$tatu, v ktorom ma
obvykly pobyt.

(d) Zmluvné strany sa dohodli, ze sa podriadia
pravomoci tychto stdov.

MODULE FOUR: Transfer processor to controller

MODUL ¢&. 4: Prenos od sprostredkovatela k
prevadzkovatelovi

Any dispute arising from these Clauses shall be resolved
by the courts of Slovak Republic.

Na rozhodovanie sporov vyplyvajlcich z tychto
doloziek su prislusné sudy Slovenskej republiky.
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1 Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union institution
or body as controller, reliance on these Clauses when engaging another processor (sub-processing) not subject to
Regulation (EU) 2016/679 also ensures compliance with Article 29(4) of Regulation (EU) 2018/1725 of the European
Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing
of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and
repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39), to the extent
these Clauses and the data protection obligations as set out in the contract or other legal act between the controller
and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725 are aligned. This will in particular be the
case where the controller and processor rely on the standard contractual clauses included in Decision 2021/915. / Ak
je vyvozca tdajov sprostredkovatelom, na ktorého sa vztahuje nariadenie (EU) 2016/679 a ktory kona v mene
indtitucie alebo organu Unie ako prevadzkovatel, tak uplatiiovanim tychto doloZiek sa pri zapojeni iného
sprostredkovatela (d’alsie sprostredkovanie), na ktorého sa nevztahuje nariadenie (EU) 2016/679, zabezpetuje aj
sulad s ¢lankom 29 ods. 4 nariadenia Eurdpskeho parlamentu a Rady (EU) 2018/1725 z 23. oktdbra 2018 o ochrane
fyzickych 0sob pri spraciivani osobnych tidajov institiciami, organmi, iradmi a agentiirami Unie a o vol'nom pohybe
takychto udajov, ktorym sa zrusuje nariadenie (ES) ¢. 45/2001 a rozhodnutie &. 1247/2002/ES (U. v. EU L 295,
21.11.2018, s. 39), pokial su tieto dolozky a povinnosti v oblasti ochrany udajov, ktoré su stanovené v zmluve alebo
inom pravnom akte uzavretom medzi prevadzkovatel'om a sprostredkovatelom podl'a ¢lanku 29 ods. 3 nariadenia
(EU) 2018/1725, vo vzajomnom sulade. Plati to najmi v pripade, ked’ sa prevadzkovatel a sprostredkovatel
odvolavaju na $tandardné zmluvné dolozky uvedené v rozhodnuti 2021/915

2 This requires rendering the data anonymous in such a way that the individual is no longer identifiable by anyone,
in line with recital 26 of Regulation (EU) 2016/679, and that this process is irreversible. / Je teda nevyhnutné, aby
boli Gdaje anonymizované tak, aby nikto nemohol jednotlivca identifikovat’, ako sa to uvadza v oddvodneni 26
nariadenia (EU) 2016/679, pri¢om tento postup musi byt nezvratny.

3 The Agreement on the European Economic Area (EEA Agreement) provides for the extension of the European
Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The Union data protection
legislation, including Regulation (EU) 2016/679, is covered by the EEA Agreement and has been incorporated into
Annex Xl thereto. Therefore, any disclosure by the data importer to a third party located in the EEA does not qualify
as an onward transfer for the purpose of these Clauses. / Dohodou o Eurépskom hospodarskom priestore (d’alej len
»Dohoda o EHP*) sa vnutorny trh Eur6pskej tinie rozsiruje o tri staty EHP — Island, Lichtenstajnsko a Norsko. Na
pravne predpisy Unie v oblasti ochrany osobnych tidajov vratane nariadenia (EU) 2016/679 sa vzt'ahuje Dohoda o
EHP a tieto predpisy boli zaclenené do prilohy XI k tejto dohode. Preto akékol'vek poskytnutie udajov zo strany
dovozcu Gdajov tretej strane nachadzajtcej sa v EHP sa na Gcely tychto doloziek nepovazuje za nasledny prenos.

* This includes whether the transfer and further processing involves personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union membership, genetic data or biometric data for
the purpose of uniquely identifying a natural person, data concerning health or a person’s sex life or sexual orientation,
or data relating to criminal convictions or offences. / V ratane toho, i prenos a d’alSie spractivanie zahfnaju osobné
udaje odhal'ujuce rasovy alebo etnicky pdvod, politické nazory, nabozenské alebo filozofické presvedcenie alebo
¢lenstvo v odborovych organizaciach, genetické alebo biometrické udaje na ucely jedineénej identifikacie fyzickej
osoby, tdaje tykajlice sa zdravia alebo sexudlneho Zzivota ¢i sexualnej orientacie osoby, alebo Udaje tykajluce sa
odsudenia za trestné Ciny.

® That period may be extended by a maximum of two more months, to the extent necessary taking into account the
complexity and number of requests. The data importer shall duly and promptly inform the data subject of any such
extension. / Tiito lehotu mozno prediZit najviac o dva mesiace, a to v nevyhnutnom rozsahu a s oh'adom na zlozZitost’
a pocet ziadosti. Dovozca udajov nalezite a bezodkladne informuje dotknut(i osobu o kazdom takomto prediZeni.

® As regards the impact of such laws and practices on compliance with these Clauses, different elements may be
considered as part of an overall assessment. Such elements may include relevant and documented practical experience
with prior instances of requests for disclosure from public authorities, or the absence of such requests, covering a
sufficiently representative time-frame. This refers in particular to internal records or other documentation, drawn up
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on a continuous basis in accordance with due diligence and certified at senior management level, provided that this
information can be lawfully shared with third parties. Where this practical experience is relied upon to conclude that
the data importer will not be prevented from complying with these Clauses, it needs to be supported by other relevant,
objective elements, and it is for the Parties to consider carefully whether these elements together carry sufficient
weight, in terms of their reliability and representativeness, to support this conclusion. In particular, the Parties have
to take into account whether their practical experience is corroborated and not contradicted by publicly available or
otherwise accessible, reliable information on the existence or absence of requests within the same sector and/or the
application of the law in practice, such as case law and reports by independent oversight bodies./ Pokial’ ide o vplyv
tychto pravnych predpisov a praxe na dodrziavanie tychto doloziek, v rdmci celkového posudenia mozno zohl'adnit’
rozne prvky. Medzi tieto prvky mozno zahrnut' relevantné a zdokumentované praktické skusenosti s
predchadzajiacimi pripadmi ziadosti organov verejnej moci o poskytnutie idajov alebo neexistenciu takychto ziadosti,
ktoré sa vztahuju na dostatocne reprezentativny ¢asovy ramec. Ide najmé o interné zdznamy alebo in dokumentaciu,
ktoré boli vypractivané priebezne v sulade s nalezitou starostlivost'ou a certifikované na irovni vyssicho manazmentu,
ak mozno tieto informacie zakonne poskytovat tretim stranam. Pokial mozno na zaklade tychto praktickych
skusenosti dospiet’ k zaveru, Ze dovozcovi idajov ni¢ nebrani v dodrziavani tychto doloziek, treba uviest aj d’alSie
relevantné objektivne prvky, priCom zmluvnym stranam prinalezi dokladne posudit, ¢i tieto prvky ako celok maju
dostatocnu vahu na podporu tohto zaveru, pokial’ ide o ich spolahlivost’ a reprezentativnost’. Zmluvné strany musia
predovsetkym prihliadnut na to, ¢i s ich praktické skusenosti potvrdené, a teda nie v rozpore s verejnymi alebo inak
dostupnymi a spol'ahlivymi informaciami o existencii alebo neexistencii ziadosti v rdmci toho istého odvetvia a/alebo
uplatiiovanim pravnych predpisov v praxi, ako je napriklad judikatira a spravy nezavislych organov dohl'adu.
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ANNEX |

PRILOHA I

A. LIST OF PARTIES

A. ZOZNAM ZMLUVNYCH STRAN

Data exporter Name: Please refer to Institution and
Principal Investigator details on p. 1 of this Agreement

N&azov vyvozcu udajov: Podrobnosti o zdravotnickom
zariadeni a hlavnom skusajucom najdete na str. 1 tejto
zmluvy

Address: Please refer to Institution and Principal
Investigator details on p. 1 of this Agreement

Adresa: Podrobnosti o zdravotnickom zariadeni
a hlavnom skusajiicom najdete na str. 1 tejto zmluvy

Contact person’s name, position and contact details

e-mail:

Meno, funkcia a kontaktné Udaje kontaktnej osoby:

e-mail:

Role (controller/processor): Controller for Clinical
Trial Personnel Data (i.e., Module 1) and Processor for
Clinical Trial Subject Data (i.e., Module 4).

Postavenie (prevadzkovatel’/ sprostredkovatel’):
Prevadzkovatel pre osobné tidaje 0 persondli klinického
skuSania (t. j. modul ¢. 1) a sprostredkovatel’ udajov
0 ucastnikoch klinického skisania (t. j. modul &. 4)

Data Importer Name: Please refer to Sponsor details
on p. 1 of this Agreement

Dovozca udajov: Podrobnosti 0 zaddvatelovi ndjdete
na str. 1 tejto zmluvy

Address: Please refer to Sponsor details on p. 1 of this
Agreement

Adresa: Podrobnosti 0 zadavatelovi najdete na str. 1
tejto zmluvy

Contact ierson’s name, ﬁosition and contact details:

Meno, funkcia a kontaktné Uda'ie kontaktne'i osobi:

Role (controller/processor): Controller for all Clinical
Trial Data (i.e., Module 1 and Module 4).

Postavenie (prevadzkovatel’/ sprostredkovatel’):
Prevadzkovatel’ pre Udaje z klinického skusania (t. j.
Modul ¢. 1 a Modul €. 4)

Activities relevant to the data transferred under these
Clauses: The transfer of Clinical Trial Data from data
exporter to data importer in the context of the Clinical
Trial.

Cinnosti suvisiace s udajmi prenaganymi podla tychto
doloziek: Prenos tdajov z klinického skuSania od
vyvozcu UOdajov k dovozcovi Udajov v Kkontexte
klinického skuSania.

Signature and date: Execution of the Agreement on the
Effective Date is deemed execution of these Clauses
which are incorporated therein

Podpis a datum: Podpisanie zmluvy k Datumu
ucinnosti sa povazuje za podpisanie tychto doloZiek,
ktoré su v nej zahrnuté.

B. DESCRIPTION OF TRANSFER

B. OPIS PRENOSU

Categories of data subjects whose personal data is
transferred

Kategorie dotknutych osdb, ktorych osobné Gdaje sa
prendsaju

- Clinical Trial Personnel (Module 1)

- Clinical Trial Subjects (Module 4)

- personal klinického skusania (Modul €. 1)

- Ucastnici klinického skuSania (Modul ¢. 4)

Categories of personal data transferred:

Kategorie prendsanych osobnych vidajov:

() Clinical Trial Personnel (Module
1): Name and contact details, data regarding experience
and qualifications, data regarding their payments
and/or transfer of values and/or connection data (e.g.:
logs, IP address, cookies); and

(i) Personal klinického skusania (Modul 1): Meno a
kontaktné Udaje, Udaje tykajuce sa skudsenosti a
kvalifikacii, (daje tykajuce sa ich platieb a/alebo
prevodu hodn6t a/alebo uUdajov o pripojeni (napr.:
protokoly, IP adresa, subory cookie); a
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(ii) Clinical Trial Subjects (Module 4): Key-coded data
including: initials, contact details, date of birth / age,
gender, race, ethnicity, health status and medical
conditions, including medical history, treatments and
response to the treatments, quality of life, biological
samples, (e.g. biopsy, blood and urine samples) and the
results of their analysis, and ECGs, and the results of
their evaluations.

(ii) Ugastnici klinického skusania (Modul 4): KIi¢om
kodované udaje vratane: inicialok, kontaktnych udajov,
datumu narodenia / veku, pohlavia, rasy, etnického
pdvodu, zdravotného stavu a zdravotnych podmienok
vratane anamnézy, liecby a reakcie na liecbu, kvality
zivota, biologickych vzoriek,(napr. biopsia, vzorky krvi
amocu) a vysledkov ich analyzy a EKG a vysledkov ich
vyhodnotenia.

Sensitive data transferred (if applicable) and applied
restrictions or safeguards that fully take into
consideration the nature of the data and the risks
involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff
having followed specialised training), keeping a record
of access to the data, restrictions for onward transfers
or additional security measures.

- Clinical Trial Personnel (Module 1): None.

- Clinical Trial Subjects (Module 4): See above.

Prendsané citlivé udaje (v relevantnych pripadoch) a
uplatiiované obmedzenia alebo zaruky, ktoré v pinej
miere zohladnuju povahu udajov a suvisiace rizika, ako
napriklad prisne obmedzenie ucelu, obmedzenia
pristupu (vratane pristupu len pre personal, ktory
absolvoval Specializovanu odbornu pripravu), vedenie
z&znamov o pristupe k udajom, obmedzenia naslednych
prenosov alebo dodatocné bezpecnostné opatrenia.

- personal klinického skusania (Modul &. 1): Ziadne
- Ucastnici klinického skusania (Modul ¢&. 4):

Uvedené vyssie v texte

The frequency of the transfer (e.g. whether the data is
transferred on a one-off or continuous basis).
- Routine.

Frekvencia prenosu (napriklad ¢i sa udaje prendsaju
jednorazovo alebo sustavne)
- BeZna prax

Nature of the processing

Personal data will be subject to automated and manual
processing operations including, collection, use,
analysis, transfer, storage and erasure.

Povaha spracuvania

Osobné (daje budd predmetom automatizovanych a
manualnych operécii spracovania vratane
zhromazd’ovania, pouZivania, analyzy, prenosu,
uchovavania a vymazania.

Purpose(s) of the data transfer and further processing
In order for data importer to run the Clinical Trial, and
to develop, seek regulatory approval for and, if
approved, market and sell the study drug being tested in
the Clinical Trial.

Ucel prenosu a dalsieho spraciivania iidajov

Aby dovozca udajov mohol vykonavat klinické
skasanie a vyvijat, poziadat o jeho o schvalenie
regulacnych orgénov a ak je schvalené, uviest’ na trh a
predavat’ skusany liek testovany v klinickom skusani.

The period for which the personal data will be retained,
or, if that is not possible, the criteria used to determine
that period

The data importer must preserve the data for at least 25
years after the end of the Clinical Trial or as otherwise
required under applicable law.

For transfers to (sub-) processors, also specify subject
matter, nature and duration of the processing

For the subject matter, nature and duration as identified
above

Obdobie uchovavania osobnych udajov alebo, ak to nie
je mozné, kritérid na jeho urcenie

Dovozca udajov musi uchovavat’ daje najmenej 25
rokov po skonceni klinického skuiSania alebo tak, ako to
vyzaduju platné zakony.

V pripade prevodov sprostredkovatelom alebo dalsim
sprostredkovatelom uvedte aj predmet, povahu a
trvanie spracivania

Pre predmet, povahu a trvanie, tak, ako je uvedené
vysSie

C. COMPETENT SUPERVISORY
AUTHORITY — MODULE 1 ONLY

C. PRISLUSNY DOZORNY ORGAN

Identify the competent supervisory authority/ies in
accordance with Clause 13

Office for Personal Data Protection of the Slovak
Republic

Uved'te prislusny dozorny organ v silade s dolozkou 13:
Urad na ochranu osobnych (dajov Slovenskej
republiky)
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ANNEX Il - TECHNICAL AND
ORGANISATIONAL MEASURES
INCLUDING TECHNICAL AND
ORGANISATIONAL MEASURES TO
ENSURE THE SECURITY OF THE DATA

PRILOHA Il - TECHNICKE A ORGANIZACNE
OPATRENIA VRATANE TECHNICKYCH A
ORGANIZACNYCH OPATRENI NA
ZAISTENIE BEZPECNOSTI UDAJOV

MODULE 1 RESTRICTED TRANSFERS ONLY

MODUL &. 1: IBA OBMEDZENY PRENOS

The data importer has implemented the following
technical and organisational measures to ensure a level
of security in line with the nature, scope, context, and
purpose of the processing and the risks the processing
presents for the rights and freedoms of natural persons:

Dovozca udajov  realizoval tieto  technické a
organizatné opatrenia na zabezpecenie Urovne
bezpecnosti, ktord je v stilade s povahou, rozsahom,
kontextom a ucelom spracovania a s rizikami, ktoré
spracovanie obnasa v suvislosti s pravami a slobodami

fyzickych os6b.

The data importer has implemented the following
technical and organisational measures to ensure a
level of security in line with the nature, scope,
context, and purpose of the processing and the risks
the processing presents for the rights and freedoms
of natural persons:

Dovozca Udajov zaviedol nasledujuce technickeé a
organiza¢né opatrenia na zaistenie irovne
bezpecnosti v silade s povahou, rozsahom,

kontextom a ucelom spracovania a rizikami, ktoré
spracovanie predstavuje pre prava a slobody
fyzickych os6b:

Measures of pseudonymisation and encryption of
ersonal data:

Opatrenia v oblasti pseudonymizdcie a Sifrovania

Measures for ensuring ongoing confidentiality,
integrity, availability and resilience of processing
systems and services

Opatrenia na zabezpelenie trvalej dovernosti,
integrity, dostupnosti a odolnosti systémov a sluZieb
spracuvania:
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Measures for ensuring the ability to restore the | Opatrenia na zabezpecéenie schopnosti véas obnovit’
availability and access to personal data in a timely | dostupnost’ osobnych udajov a pristup k nim v
manner in the event of a physical or technical | fyzického alebo technického incidentu:

incident:

Processes for regularly testing, assessing and | Procesy pravidelného testovania, posudzovania a
evaluating the effectiveness of technical and | hodnotenia ucinnosti technickych a organizaénych
organisational measures in order to ensure the | opatreni na zaistenie bezpecnosti spracuvania:
security of the processing:
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Measures for user identification and authorisation:

Measures for
transmission:

the protection of data during

Measures for the protection of data during storage:

Measures for ensuring physical security of locations at

which personal data are

Measures for ensuring events logging:

Measures for ensuring system configuration,

including default configuration :

Measures for internal IT and IT security governance
and management:
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Opatrenia  na identifikiciu a  povolovanie

pouzivatel ov:

Opatrenia na ochranu lida'ov pocas prenosu:

Opatrenia na ochranu udajov pocas uchovdavania:

Opatrenia na zabezpecenie fyzickej bezpeCnosti miest,
na ch sa spracuvaju osobné udaje

Opatrenia na zabezpecenie zaznamendvania udalosti:

Opatrenia na zabezpecenie konfigurdcie systéemu
vratane predvolenej konfiguracie:

konfigurécie.
Opatrenia na vnutornu spravu a riadenie IT a
bezpecnosti IT:
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udajom. IT incidenty
sa eskaluji vykonnému vyboru

Measures for ensuring data minimisation:

a produktov:

Measures for ensuring data quality:

Measures for allowing data portability and ensuring
erasure: See below.

Opatrenia na zabezpelenie minimalizdacie udajov

Opatrenia na zabez

Opatrenia na wumoznenie prenosnosti udajov a
zabezpelenie vymazu: vid nizsie

Measures for handling and responding to data subject

rights’ requests.

Opatrenia na vybavovanie a reagovanie na Ziadosti
dotknutych  o0séb:
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ANNEX 111 - LIST OF SUB-PROCESSORS

PRILOHA 111 - ZOZNAM DALSICH

SPROSTREDKOVATELOV

Deliberately left blank

Zamerne ponechané prazdne.
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