Development of systems and preparation of services
necessary for EESSI operation under APSKO02 (DePoE)

Project proposed by Urad pre dohlad nad zdravaostenastlivostou (UDZS)
under Call of proposals VP/2012/004

acronym: DePoE

A.1l. Eligible types of actions and initiatives

The objectives of the project "Development of sysend preparation of services necessary for
EESSI operation by APSK02" can be summarized dmvsl

1. Preparation of Access Point APSKO02 for EESSI operain,
on network, hardware and software levels and ftional application interconnection; training of
maintenance and operation staff; with focus on sgcand robustness.

Urad pre dohlad nad zdravotnou starostlivostouZ8pis an APSKO02 operator. Since AP
serves as the central connection point for comnatioic in the given sector(s) for the state, it is
mandatory that this service is very well prepafafficient network connection and its availability
has to be ensured, sufficiently powerfull and regtnt hardware resources need to be obtained and
set-up, followed by installation and configuratioinsoftware platform and application software
provided by the Commission. Configuration of acqesisit application software provided by the
Commission for its correct communication with naibapplication is included in this objective.

Installation of WEBIC as a testing tool is parttloé objective. If suitable testing tool will be
available at the time of execution of activityily be used instead.

During this activity, the internal staff of UDZSlbe included in activities for all levels of
AP setup and will receive training to be able tocassfully operate AP once in production.

Security of the system and the exchanged datheoAPR level is very important and is also
targeted in this objective.

2. Finishing changes in internal IT system of UDZS nexssary to implement EESSI

Adaptation of internal IT system module for E-Fgrexchange and management
(abbreviated as ESF), which has been already paathed out, is targeted in this objective. The
adapted module will serve as part of national aagilbn. This adaptation will provide application
support for executing all business processes dettet of UDZS, although few will be handled by
portal solution in Objective 3. Interconnectiontlois module with economic systems and also with
registers, which will serve for person identificatiare part of this objective.

3. Providing means of data exchange and portal solutiofor competent institutions,
providing neccessary support to competent institutns to prepare for EESSI

The objective is to provide competent institutiont necessary services for
communication withing EESSI via APSKO02, which medaseloping messaging system for
exchange of national electronic documents, andigiavof portal solution, which will allow



competent institutions to handle EESSI flows wita#l volumes without any large investments on
their side. The portal solution also serves assttimmal tool for the institutions to developmerfit o
necessary changes inside their systems. All comatiaicregardles using portal solution or
messaging system will be routed via national apgba.

UDZS has worked a lot in this area already. Atiggi will continue to finish previous work.

Close cooperation with institution is importanhelobjective is to continue to further
disseminate specification for message exchang&hk&$bI rules and inform about implementation
on UDZS side. This process will be supported brattee testing activities from Objective 4.

4, Testing EESSI business message exchange,
with national and international parties, verifyiogrrect function of internal support for business
processes

For correct operation of EESSI system thorougting®f all business processes supported
by the message exchange are absolutely necesshny anr opinion most important part of the
project. UDZS will apply iterative approach to tagt This objective aims at testing of application
software developed in objectives 3 and 4, providesging environment to competent institutions
and executing business message exchange testsomifpetent institutions. To ensure the
compliance with EESSI message exchange standalateral end to end tests with usual partners
(Czech Republic, Austria) are also part of the cioye. Any errors identified in the objective
related to the international message exchangeéwiteported to the Commision via JIRA.

A.2. Justification

Based on national strategy in Slovak Republicrésponsibilities of providing services
regarding social security in EESSI project werad#d between 3 access points. UDZS was given
the responsibility to operate as the second aquaas APSKO02.

In previous efforts, UDZS together with health irswce companies formulated strategy for
national EESSI implementation under APSK02, wheldZB serves as central point for message
exchange. This approach is described in detail4nMethodology.

I. identification of perceived needs and constraintiithe target groups;

In order to ensure EESSI project realization as@jteration in the health sector and partly other
sectors in Slovak Republic, which are covered uARSKO02, active involvement of UDZS and
health insurance companies is necessary. UDZSsas/&PSKO02 operator, liaison body and
serves as central point in Slovak Republic foredéht agenda in health sector(such as
reimbursement). Competent institutions - healtliiasce companies are in direct contact with the
citizen and ensure that the citizen receives nacgs$ealth care. In order to prepare for EESSI
operation, both UDZS and health insurance comparged to ensure the transition from paper to
electronic exchange, or changes to current natieleatronic exchange, which means changes to
structure of stored and exchanged data, changesdesses, IT systems, etc. The resources for
these changes are limited. UDZS does not have parsapacity to process large volumes of
exchanged information in paper format. Developnoémiational EESSI systems is necessary in
order to ensure international EESSI operation aitichewe impact on all parties in the EESSI
project. The operation of EESSI project will suhsemtly lead to improvement of social security
services to citizens in Slovak Republic, Europeamb and other participating countries.

ii.  list of target groups with an estimate othe anticipated number of direct and indirect
beneficiaries;



Target groups are:

1. Employees of UDZS with responsibilities and acigstin agenda and support connected to
EESSI

Beneficiaries: 11 direct beneficiaries (11 empleyaerking on agenda with direct connection to
EESSI)

2. Competent institutions (health insurance comparieS)ovak Republic

Beneficiaries: 3 direct beneficiaries (3 healthunasmce companies)

3. All institutions involved in EESSI message exchange

Beneficiaries: 2 direct beneficiaries (Czech angtAan institutions involved in bilateral testing),
thousands of indirect beneficiaries - social ségunistitutions

4, Citizens of Slovak Republic

Beneficiaries: 5.5 million indirect beneficiaries

5. Citizens of EU and other countries connected to®HES

Beneficiaries: over 500 million indirect benefices

iii. reasons for the selection of the target groups ardttivities;

The activities of the project "Development of gyst and preparation of services necessary
for EESSI operation by APSKO02" are necessary toessfully implement EESSI on national level
in Slovak Republic. Main target groups are UDZS hedlth insurance companies, without which
the national implementation of EESSI would not begible. This selection therefore stems directly
from the ambition of EESSI project realization aydtem of social security in Slovak Republic.
UDZS has already invested large financial and peiseffort to EESSI implementation.

Other target groups (institutions involved in EE3ropean citizens, ...) are in fact also
target groups for the EESSI project itself (onEugopean level) and are selected with the goal to
improve the rights of the citizen in area of soseturity.

iv. relevance of the project to the target groups;

This project will ensure the The project will impeothe software support for tasks
performed in agenda of UDZS in relation to EES®le project also ensures all aspects of
operation of the access point APSK02 by UDZS, areoto successfully support the preparation
and operation of the EESSI project in the wholdthesector in Slovak Republic. The cost of paper
used by UDZS for communication will be lowered bgag extent after EESSI goes operational.

Health insurance companies will benefit from thejgct in the sense of receiving necessary
support to implement EESSI. Operation of EESSIqmtoyill lower their cost incurred by paper
agenda and allow the information exchange to biezeshmuch faster.

Other target groups are targeted by the EESSégirdpelf.

V. relevance of the project to the objectives;
Vi.

The project has the ambition to meet all the objestset out in A.1. All actions of the
project are directed toward meeting the objectiasce the project duration is limited, the result
of the project will be sustained and improved befand during EESSI operation.

Since all activities of the project are directedards EESSI operation and compliance on
national level, we strongly believe the projectresponds to the objective/subprogramme 3 of the
Call of proposals VP/2012/004.

A.3. Detailed description of activities



UDZS has stopped work on EESSI preparation in @et@0611. By that date it has already partly
developed national application consisting of postaution for health insurance institutions and
internal module for UDZS agenda. Activities of thi®posal will continue in previous efforts.

This proposal consists of activities, which coudddategorized into 3 groups:

. access point preparation (Objective 1)
. development of national application (Objective8p,
. testing and support for health insurance compgesective 4)

This project is planned according the scheduled staof EESSI on 1.5.2014. Any changes to
this planned date may have impact on project planmig. The project requires production
ready documentation and software from the Commissioto be available by 1.3.2013 (TO
before 1.3.2013)

Activities

Remarks: Level of participation was estimated im#haurs, for clarity it was converted to man-
days. When planned meeting with contractor or haaturance companies is part of the activity, it
is written in bold before description of the acti@ther meetings may take place, when neccessary.

Activity 1.  HW infrastructure design and physical installation

Start date: 12.12.12 End date: 15.12.12

Responsible:UDZS Participation: UDZS (1,33 man days), Contractor (2,75 man days),

Meeting with contractor

Description: Revision of HW requirements for external and inéapplications, physical installation of hardware
components. Initial meeting of the project. ReddltY is in place ready for SW installation.

Activity 2. Training for linux based operating sysems
Start date: 01.01.13 End date: 30.01.13
Responsible:Contractor Participation: UDZS (1,6 man days), Contractor (2 man days),

Description: Introduction to Linux based systems necessary fd8PNDS, Rl installation — training for UDZS
employees carried out by the contractor. Resultpleyees have basic skills for work with Linux bases.

Activity 3.  Deployment of DNS and NTP server in sdsta connected subnet
Start date: 01.02.13 End date: 15.02.13
Responsible:Contractor Participation: UDZS (3,47 man days), Contractor (3 man days),

Description: Preparation of network services within demilitadzmne connected to the provider of STESTA access,
setup of DNS and NTP server in virtual infrastruetur he task is carried out by the contractor, \piiticipation of

two UDZS employees. This also involves inclusionihef server data to automatic backup policy, mainigpsetup,
alerts, restoration procedures. Training on instalh, basic checking if the services are runnamgl short manual for
these tasks will be provided by the contractor. NID8 NTP servers are deployed

Activity 4. Network configuration after DNS and NTP deployment, FTP/HTTP

connectivity verification
Start date: 15.02.13 End date: 28.02.13
Responsible:UDZS Participation: UDZS (1,33 man days), Contractor (1 man days),

Description: Network configuration is necessary after installihgse services, namely firewall configuration and
configuring the local DNS services to point to thégver in case of sTesta dns names. Basic cowitgtéists for
accessing the services which are used today su€hESTA FTP Repository access, or MMI services.

sTesta connectivity and services are verified

Activity 5.  NDS and RI server deployment in accegnce
Start date: 01.03.13 End date: 15.04.13



Responsible:Contractor Participation: UDZS (13,33 man days), Contractor (5,12 man days),

Description: Preparation and deployment of NDS services witleimifitarized zone connected to the provider of
SsTESTA access. Configuration of NDS automatic sparautomatic error reporting and testing the cotiviéy and
operation on OS level and application level. Prafian and deployment of services of reference imglatation within
demilitarized zone connected to the provider of STAaccess. Configuration of other services, da@bapplication,
automatic error reporting and testing the connégtand operation. Participation of two UDZS emeg. This also
involves inclusion of the server data to automhatickup policy and restoration procedures. Traioingnstallation,
basic checking if the services are running, reitamaand description in short manual of how these loe carried out
will be provided by the contractor. Generating amlallation of acceptance certificates. Trainiagdiven tasks. The
AP is deployed in acceptance.

Activity 6.  WEBIC deployment in acceptance
Start date: 30.03.13 End date: 15.04.13
Responsible:Contractor Participation: UDZS (3,47 man days), Contractor (1,5 man days),

Description: Preparation of WEBIC server within demilitarizechecconnected to the provider of STESTA access.
WEBIC will serve as a testing tool. Participatidnwo UDZS employees. WEBIC deployed in acceptance

Activity 7. Routing and adaptors setup
Start date: 15.04.13 End date: 20.04.13
Responsible:Contractor Participation: UDZS (1,07 man days), Contractor (1 man days),

Description: Configuring adapters for proper national routing &or the needs of testing. Training in these tdeks
employees.

Activity 8.  Agreement on simple bilateral technichtest
Start date: 15.04.13 End date: 20.04.13
Responsible:UDZS Participation: UDZS (0,67 man days), Contractor (0,62 man days),

Description: On previous bilateral meeting Austrian partnert)BZS agreed to test the technical exchange of
messages with UDZS. Agreement on details for teethhiconnectivity tests. Who, when and how detaedj contacts
exchanged.

Activity 9.  Basic AP connectivity test

Start date: 20.04.13 End date: 10.05.13

Responsible:UDZS Participation: UDZS (1,33 man days), Contractor (1,25 man days),

Meeting with contractor,

Description: Basic connectivity test for exchanging SED message8/EBIC in one flow in/out. Connectivity via
EESSI network verified.

Activity 10. Evaluation of production ready documetation ,open questions, impact on

existing implementation

Start date: 01.04.13 End date: 01.05.13

Responsible:Contractor Participation: UDZS (8,53 man days), Contractor (10 man days),

Meeting with contractor,

Description: Some problems have risen with the previous impléatiEm efforts in connection with the existing
message exchange protocol, bugs in the software wich were also identified by other countridsrring this phase
the documentation from the Comission and also WepBvided by the Comission will be studied anduiohs to the
problems identified will be checked.Work will berdad out by both the contractor and UDZS employ&éss will
require to reread and study all the documentatiailable to the EESSI project from the Comissiammpleting the
existing national documentation and its compariwih the new documentation. There may be changdsinlesign of
the new version of software provided by the Comissor changes in the exchange protocol, addressiag(such as
flow attribution) which may differ from the previswesign and rules. Therefore the impact on tleadir developed
part of national application has to be identifi€tlis task will be carried out by the contractors®e Clear idea about
changes and previously missing pieces in the spatidns.

Activity 11.  Kick-off meeting with health insurance companies
Start date: 01.05.13 End date: 05.05.13
Responsible:UDZS Participation: UDZS (4,27 man days), Contractor (3 man days),



Meeting with contractor, Meeting with health insurance companies,

Description: After the project was temporarily stopped in 2Gbigrmation meeting will be necessary for mutual
status information exchange. Possibilities willdigcussed considering previous efforts and redemges. Common
direction will be agreed on.

Activity 12. Determination of next steps in relaton to new facts

Start date: 01.05.13 End date: 10.05.13

Responsible:UDZS Participation: UDZS (2,4 man days), Contractor (2 man days),

Meeting with contractor,

Description: Based on evaluation stage and discussion withthealtirance companies, internal decision and
agreement with contractor must take place if argnges to the architecture or national applicatremn&cessary and
what is the impact on the project and insurancepzones. This will be later incorporated into preusty prepared
analysis document and proposed to insurance coepéat approval. Internal decision on what is neetdebe
implemented.

Activity 13. Preparation of messaging system conpe

Start date: 05.05.13 End date: 15.05.13

Responsible:Contractor Participation: UDZS (2,4 man days), Contractor (7,5 man days),
Meeting with contractor,

Description: Concept and necessary specification of messagstgreywill be prepared.

Activity 14. Finalizing the analysis document
Start date: 01.05.13 End date: 15.05.13
Responsible:Contractor Participation: UDZS (6,4 man days), Contractor (7,5 man days),

Description: This activity updates the analysis document foldB2.S EESSI Project, based on new documentation
and software design. Some areas of the analysiB,agisystem messages were not clearly defindeaipreviously
available documentation. Also some functionalitytia national application was left out and needsetgpecified,
including specification for SED updates and diregiaformation updates. Draft analysis ready.

Activity 15. Preparation of documentation for insurance companies, incorporating

comments
Start date: 25.05.13 End date: 15.06.13
Responsible:UDZS Participation: UDZS (1,33 man days), Contractor (3,75 man days),

Description: Before the documents of analysis are agreed org thidl be phase for commenting the documents.
Changes will be subsequently incorporated intogltEsxuments. Final updates will be made to the mhecd after the
meeting with health insurance companies - next steglysis ready to be agreed on, or points for dsonsidentified.

Activity 16. Meeting with health insurance compares to agree on analysis and changes
Start date: 25.05.13 End date: 15.06.13

Responsible:UDZS Participation: UDZS (8 man days), Contractor (12 man days),

Meeting with contractor, Meeting with health insurance companies,

Description: Proposing the necessary changes to the insurangeacies. Materials will be sent to the insurance
companies with a meeting invitation. Meeting wil beld with the aim to agree on possible changdswather
direction of the project. UDZS, contractor and masce institutions will all attend the meeting.

Agreement on analysis and implementation aspedtseqgfroject. Information about further steps.

Activity 17. Technical tests for connection to AP
Start date: 15.06.13 End date: 20.06.13
Responsible:Contractor Participation: UDZS (0,53 man days), Contractor (2 man days),

Description: Technical tests carried out by the contractor tckththe connection between AP and national apicat
via adapters in ESB

Activity 18. National certificates preparation (testing)
Start date: 15.06.13 End date: 20.06.13
Responsible:Contractor Participation: UDZS (1,87 man days), Contractor (2 man days),

Description: In order to ensure security on national level,oral scope certificates need to be exchanged $tinge



Certificates will be generated and exchanged baseready existing procedures. The contractoringfall
certificates into application software.

Activity 19. Preparation of portal solution for pilot testing
Start date: 15.06.13 End date: 10.07.13
Responsible:Contractor Participation: UDZS (5,33 man days), Contractor (30 man days),

Description: Based on updated analysis, common agreement avidysky stated requests, the portal solution of the
national application will be updated by the contmac

Activity 20. Making DS and IR services availabled institutions
Start date: 20.06.13 End date: 10.07.13
Responsible:Contractor Participation: UDZS (2,67 man days), Contractor (12,25 man days),

Description: The contractor will provide services of IR and @Srtsurance institutions based on terms agreed in
analysis.

Activity 21. Update of MD entries for testing
Start date: 01.07.13 End date: 10.07.13
Responsible:UDZS Participation: UDZS (1,6 man days), Contractor (1 man days),

Description: Changing records and including testing institutimrstesting purposes via WEBIC and via national
application.

Activity 22.  Pilot internal testing of portal solution in selected flows
Start date: 10.07.13 End date: 15.07.13
Responsible:UDZS Participation: UDZS (3,73 man days), Contractor (5 man days),

Description: The contractor will provide test scenarios docunfdraft) for testing. One specific flow will be tesd by
UDZS. Portal solution and WEBIC under the same AlPserve as communication parties. The testingonte and
list of errors will be presented to the contrackbew test scenarios may be added to testing arfdddreument. Issues
identified as AP or WEBIC errors will be comunicate JIRA.

Activity 23.  Completion of portal solution
Start date: 18.07.13 End date: 30.07.13
Responsible:Contractor Participation: UDZS (6,4 man days), Contractor (27,5 man days),

Description: Given the feedback from testing in one specifigvfleolution will be completed in other flows anéas
by the developer.

Activity 24. Preparation of internal module (ESF)for pilot testing
Start date: 18.07.13 End date: 30.07.13
Responsible:Contractor Participation: UDZS (5,33 man days), Contractor (15 man days),

Description: Based on updated analysis, common agreement avidysky stated requests, the portal solution of the
national application will be updated by the contmacmainly for specific flows in order to allowethn testing.

Activity 25. Pilot testing of internal module ESF

Start date: 30.07.13 End date: 05.08.13

Responsible:UDZS Participation: UDZS (8,27 man days), Contractor (5 man days),

Meeting with contractor,

Description: The contractor will provide test scenarios docunfdraft) for testing. One specific flow will be tesd by
UDZS. National application (ESF, portal solutiomdaVEBIC under the same AP will serve as commuitngtarties.
The testing outcome and list of errors will be presd to the contractor. New test scenarios madded to testing
and draft document. Issues identified as AP or WEBirors will be comunicated to JIRA.

Activity 26. Completion of internal module ESF
Start date: 05.08.13 End date: 10.10.13
Responsible:Contractor Participation: UDZS (6,4 man days), Contractor (80 man days),

Description: Given the feedback from testing in one specifiavfleolution will be completed in other flows anéas



by the developer.

Activity 27. Making the pilot testing environmentavailable to health insurance companies
Start date: 05.08.13 End date: 07.08.13

Responsible:Contractor Participation: UDZS (6,4 man days), Contractor (1 man days),

Meeting with contractor, Meeting with health insurance companies,

Description: The contractor will deploy the NA so that the sfiedlows functionalities could be used and tested,
including functionality of the portal solution antkssaging system with underlying functionalityrteirnal module
ESF. UDZS will ensure that these services are aiteswill create accounts for insurance instdns, gather
necessary network infromation from insurance instins to secure access. Meeting with insurandéutien will take
place, where institutions will be informed about firovided services and testing possibilities, &itidalso inform
UDZS about their work plans.

Activity 28. Support to health insurance companies
Start date: 07.08.13 End date: 12.03.14
Responsible:UDZS Participation: UDZS (16 man days), Contractor (10 man days),

Description: During the project execution, UDZS will provide gapt to institution by providing information,
feedback on technical issues, business procesaratjin etc.

Activity 29. Testing of portal solution and of inernal module ESF in all flows
Start date: 07.08.13 End date: 21.08.13
Responsible:UDZS Participation: UDZS (42,67 man days), Contractor (17,5 man days),

Description: The contractor will provide test scenarios docungdrdft) for testing based on previous tests. kivs
and functionalities will be tested by UDZS. Natibapplication (ESF, portal solution) and WEBIC untiee same AP
will serve as communication parties. The testintgzooe and list of errors will be presented to tbetactor. New test
scenarios may be added to testing and draft docuitssnes identified as AP or WEBIC errors willdmmunicated via
JIRA.

Activity 30. Making the testing environment availdle to health insurance companies
Start date: 21.08.13 End date: 23.08.13
Responsible:Contractor Participation: UDZS (2,13 man days), Contractor (2 man days),

Description: The contractor will update of deployed national@ailon to cover functionality in all flows.

Activity 31. Pilot bilateral testing
Start date: 23.08.13 End date: 03.09.13
Responsible:UDZS Participation: UDZS (9,07 man days), Contractor (5 man days),

Description: First bilateral testing in limited scope using figgtal solution of national application. Existincesarios
from testing countries will be used, optionally thaft scenarios document will be translated

Activity 32. Support for bilateral testing
Start date: 23.08.13 End date: 12.03.14
Responsible:UDZS Participation: UDZS (10,67 man days), Contractor (3 man days),

Description: Coordination of testing efforts between national anropean institutions, while providing necessary
environment for message exchange and processing.

Activity 33. Pilot testing including health insurance companies
Start date: 23.09.13 End date: 03.10.13
Responsible:UDZS Participation: UDZS (25,2 man days), Contractor (10 man days),

Description: First testing with insurance institutions limitedscope. Wide support for institutions is necesseegts
will be carried out according scenarios preparatghduprevious tests. Repairs of issues and ermerinaluded in this
activity.

Activity 34. NDS and RI server deployment in prodation, adaptors and routing

configuration
Start date: 23.09.13 End date: 15.10.13



Responsible:UDZS Participation: UDZS (10,67 man days), Contractor (2,75 man days),

Description: This action is similar as in acceptance, howeveikwscarried out by UDZS. The contractor will pide
assistence, mainly in case of problemsand willfyehe production environment.

Activity 35. Training for maintaining, monitoring, troubleshooting and configuring the AP
Start date: 15.10.13 End date: 15.11.13
Responsible:Contractor Participation: UDZS (5,33 man days), Contractor (4 man days),

Description: Final training for maintenance of all technologydkof the access point and all underlying infrasture.

Activity 36. Obtaining AP certificates for production
Start date: 15.11.13 End date: 15.12.13
Responsible:Contractor Participation: UDZS (4,8 man days), Contractor (2 man days),

Description: The same action as for acceptance, however higleerity requires caution, also the certificatesdniee
be safely stored and backed-up. Maintenance maouegrtificates will be provided by the contractor

Activity 37. Update of internal network documentaton

Start date: 30.11.13 Enddate: 15.12.13

Responsible:UDZS Participation: UDZS (1,6 man days), Contractor (2 man days),

Meeting with contractor,

Description: Update of the local network documentation, stakiagic server deployment and functionality withing
internal networks, allowed connections and ports

Activity 38. Testing including health insurance capanies

Start date: 01.01.14 Enddate: 25.01.14

Responsible:UDZS Participation: UDZS (40,4 man days), Contractor (10 man days),

Meeting with contractor, Meeting with health insurance companies,

Description: Thorough testing with insurance institutions lirdi@ scope. Wide support for institutions is neaegs
Tests will be carried out according scenarios peghbduring previous tests. Repairs of issues amseare included in
this activity.

Activity 39. Exchange of certificates for producton
Start date: 01.01.14 End date: 25.01.14
Responsible:UDZS Participation: UDZS (2,93 man days), Contractor (1 man days),

Description: The same action as for acceptance, however higleerity requires caution, also the certificatesdniee
be safely stored and backed-up

Activity 40. Bilateral testing including health insurance companies
Start date: 15.02.14 End date: 28.02.14
Responsible:UDZS Participation: UDZS (32 man days), Contractor (10 man days),

Description: Integration testing for all functionality of thelation. Issues identified during testing will beopided to
the contractor for fixing. Fixing issues by the traator is also part of this activity.

Activity 41. Acceptance testing and acceptance tfe solution

Start date: 15.02.14 End date: 28.02.14

Responsible:UDZS Participation: UDZS (10,67 man days), Contractor (2,5 man days),
Meeting with contractor, Meeting with health insurance companies,

Description: Final acceptance testing with insurance institigiand european partners. Meeting with insurance
agencies for acceptance. Meeting with contractoadaeptance. Only issues from previous testingegyeated.

Activity 42. Deployment of portal solution and inernal module ESF in production
Start date: 10.03.14 End date: 12.03.14
Responsible:Contractor Participation: UDZS (3,47 man days), Contractor (2 man days),

Description: Deployment of national aplication and its interceciion with AP. Necessary configurations on the
network level.



Important Milestones / Events

. 12/12/2012 Project start

. 10/05/2013 AP functional in acceptance. Statesting with contractor.

. 13/06/2013 Gap analysis and national specitinatready. Meeting with health insurance
companies.

. 07/08/2013 Pilot testing environment availaMeeting with health insurance companies.

. 01/01/2014 Thorough testing with health insueac@mpanies.

. 17/02/2014 Acceptance testing.

. 12/03/2014 AP and national application in prdauc End of project.
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A.4. Methodology

I. Methods of implementation;

Methodology for Objective 1.:

Network setup will be carried out according towséy standards. The AP servers will be
placed inside separate DMZ network. The hardwaseuees will be setup with redundant parts, or
quick responses for repairs in order to ensure agtilability of the AP. Deployed servers will be
included in automatic backup procedures.

All software in acceptance environment will betatied and configured by external
contractor technical experts, with participationZS employees, who will later run the AP. This
will provide hands on experience for the employdeaining in necessary procedures and
respective manuals will also be provided to UDZSHwgycontractor.

Methodology for Objective 2:

Adaptation of software module will be carried aatording to the waterfall model by the
contractor, who has developed the module. Analggisign and part of the implementation have
been already carried out, but have been stoppetbduelongation of transitional period and
expected changes. Since changes are expected®iES®l specification and software, gap analysis
will be carried out first to identify required imgrhentation changes. After the changes are agreed,
further work will continue according the waterfaibdel.

Methodology for Objective 3:

In agreed national architecture, UDZS and itsameti application serves as single central
point for message transfer, processing and tramsfioon. All national messages are thus sent via
national application. Health insurance companidscemmunicate with NA using messaging
system and national versions of electronic documédtdr cases of small exchange volumes, or
while the internal systems of health insurance cmgs are still in development, institutions will
have the option to use the portal solution (in @pte similar to WEBIC), which will allow the
institutions to process EESSI agenda using websac&woth options will be processed centrally by
the NA backend.

The portal solution and messaging system will éestbped in close cooperation with health
insurance companies. lterative approach with tgstil be adopted, feedback from institutions
will be taken into account in next and larger ret=sa

Methodology for Objective 4.

For testing, iterative approach will be used. trwsly basic functionality will be tested,
after the basic functionality is verified, largearts will be tested. The testing environment bl
provided to the health insurance companies as asdaris available.

il. reasons for the proposed methodology;

Objective 1: High availability and reliability ofAis required in order to service EESSI message



exchange. Security is important because of charat&xchanged and stored data.

Training in all activities for access point ing#ibn and configuration and hands on
experience will allow UDZS to maintain and operidae AP internally, the assistance of contractor
will ensure correct and professional setup of athponents.

Objective 2: Stated approach was chosen in ordese knowledge and implementation efforts
which have already been carried out, and also sporeding cost.

Objective 3: Architecture was chosen in order f&¥4A$ NA to serve as a shielding interface
between the international EESSI environment inclgdiP and national environment. Portal
solution was adopted to make the transition proeasger, and allow processing of low volume
agenda, where advanced solutions are too costly.

Chosen architecture

UDZS / Access Point \

TN
ESF

\_

l Ciselniky ’
Health insurance companies
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|

Objective 4: This approach will be used in ordeidintify the issues and problems as soon as
possible, without having to rebuild the whole smintlater. Testing environment will be used by
institutions to adapt and test their internal syste

iii. how the project intends to build on aprevious project or previous activities

Objective 1: Connectivity to sTesta has been estaddl. Experience from previous temporary
installations of network services (dns, ntp) andS\iill be used.

Objective 2: Changes will be incorporated to thelpaeveloped module based on gap analysis,
which will be carried out first, to save previonséstments.

Objective 3: Portal solution was already develoteed larger extent. Further implementation will



be done in iterative fashion based on feedback tdd4S and health insurance companies.
Messaging system will be made available to heakhrance companies based on previous
common agreement and/or changes agreed in thea¢ioalphase.

Iv. procedures for internal evaluation;

State of the project will be monitored on the ninbyibasis. Monthly status reports will be
proposed to Administrative board and Board of Supers of UDZS.

Work progress of the contractor will be evaluadedneetings of UDZS and contractor,
determined by milestone dates in the work plan.

Work carried out by health insurance institutiamsinly in connection with testing, will be
monitored operatively, in order to ensure commaypEss. In case any serious problems arise,
these will be handled at the level of Crisis Mamaget meeting, according to existing ,,Agreement
on communication in the EESSI Project” between URZAS health insurance companies.

V. level of involvement and activity of other participants in the project;

The project is managed by UDZS, who is therefbeecoordinator of the project. Mainly
two departments of UDZS will be involved in the je. External contractor will be involved to a
high degree in areas where technical expertisegigired. Health insurance companies will actively
participate on the project, giving feedback to msgxl specification and solutions while developing
their internal systems or changes. Partners fragigo countries will also be involved in the
project in the last phases of testing.

Vi. role of each participant;

UDZS manages and coordinates the project, definsmess requirements for development
and consults them with health insurance compasigservises the work of the contractor and is
actively involved in testing and in AP preparation.

The contractor prepares the AP for operation éntéisting environment, trains internal staff
of UDZS and ensures that the AP is properly insthih production environment. The contractor is
responsible for technical and business analysegispation and application development in
objectives 2 and 3, and participates on testing.

Health insurance companies give feedback to megspecifications and solutions, agree
on common solutions and activities, and participate large extent on testing and testing feedback.

Partners from foreign countries (Czech RepublicstAia) will participate on bilateral testing
in later stages of the project.

vii.  team proposed for implementation of the mject.

Realization team consist of the following intertddZS employees:
Project Manager (internal)
Business specialist (internal)
Business specialist (internal)
Systems technician (internal)
Systems administator (internal)
Secretary (internal)

On the side of the contractor, following exterr@es are expected:
Project Manager (external)
Business Analyst (external)
Lead developer (external)



Developers (external)

Project managers and specialists from health insg@raompanies are also involved in and
participate on the project. However, for this pobjdealth insurance companies are not defined as
project partners and no funding is requested feir fparticipation in the project. Every health
insurance company has its own project manager,isvaanember of national EESSI realization
team under UDZS. Also, each health insurance cognpas its member of the EESSI Crisis
Management under UDZS.

A.5. Estimated impact on target groups

The project will to a great extent help implemERSSI nationally under APSKO2. It will
improve the software support for tasks performedganda of UDZS in relation to EESSI. It will
increase the effectiveness of information exchamigje national and international partners. The
project will also provide the possibility of shamtl time needed for handling a case, including the
possibility for quick synchronous online communigat The project will considerably lower the
cost of resources needed for paper exchange wh88Efoes operational. It will also allow to
keep the recent level of staffing, even thoughviblames of information exchange are continuously
rising. The project also ensures all aspects ofatjpe of the access point APSK02 by UDZS, in
order to successfully support the preparation gretaiion of the EESSI project in the whole health
sector in Slovak Republic. Staff responsible foerapion of AP will be prepared to maintain and
administer the AP, and will be able to respond kjyich emergency situations.

Health insurance companies will benefit from thejgct in the sense of receiving necessary
support to implement EESSI. When EESSI is operatjonwill increase the effectiveness of
information exchange with UDZS and internationatpers, provide the possibility of shortened
time needed for handling a case, including theipdigg for implementing quick synchronous
online communication in the future. The projectlwdnsiderably lower the cost of resources
needed for paper exchange when EESSI goes opeatatiowill also allow to keep the recent level
of staffing, even though the volumes of informatexthange are continuously rising.

All institutions involved in EESSI information eixange will benefit in the sense that
communication with institutions under APSK02 wi# possible and compliant with EESSI
standards. This will practically bring the samedféa to partner institutions as it brings to healt
insurance companies under APSKO0?2.

With faster processing and exchange of electrdata, social security rights of the citizens
of Slovak Republic and european citizens will beliaved. The personal data protection will be
brought to a higher level. The system will servadmse for further improvement of citizen rights
in the future.

A.6. Deliverables, Publications and other outputs

Deliverables
Deliverable Title and short description Due date or Type Distribution WP Ref.
Number periodicity (a) (b) (c)
D.1 Manual for DNS and NTP server maintenan 15.02.2013 @] C
D.2 Manual for access point maintenance and | 15.11.2013 @] C
configuration
D.3 Manual for certificate maintenance 15.12.2013 O C




D.4 Updated document "Analysis and design" | 15.06.2013 Sp C

D.5 Messaging system specification document | 15.06.2013 Sp C

D.6 Agreement on updated "Analysis and desig| 15.06.2013 O C
with health insurance companies

D.7 Testing scenarios for portal solution 25.01.2014 Sp C

D.8 Testing scenarios for internal solution ESF | 25.01.2014 Sp c

D.9 Other testing scenarios (for directly 25.01.2014 Sp C

communicated agenda of health insurance
companies and other services)

D.10 Application software for portal solution 12.03.2014 (@] C

D.11 Application software for adapted internal 12.03.2014 @] C
module — ESF

D.12 Application software to support national 12.03.2014 @] C
message exchange (messaging system)

D.13 Deployment of AP acceptance 10.05.2013 O C

D.14 Deployment of AP production 15.12.2013 o C

D.15 Deployment of national application (testing)| 12.03.2014 O C

D.16 Deployment of national application 12.03.2014 o C
(production)

A.7. Added value of the proposal

The proposed project aims at making EESSI reatitiie health sector in Slovak Repubilic.
We believe that being ready for EESSI is the mmogtartant goal.

Provided testing environment and several repdatgthg phases will allow institutions to
intensely test and develop their internal solutifmmshational EESSI operation.

Testing phases will ensure robustness and cavpesaition of underlying national software
systems and as a side-effect also the softwaredawy the Comission. This will allow for
seamless operation of EESSI in production.

Bilateral testing with partners who have largehexme volumes with UDZS will ensure that
the processes of message exchange and its impactsoress processes are well and equally
understood.

A.8. Multiplier effects

. The systems developed in the project will be dgwedioin extensible fashion. In the future,
it will be possible to add other flows/cases fowrt®isiness processes, without much effort. This
will allow for faster and flexible changes insideetEESSI system.

. The developed systems will allow for "new-born" lieensurance agencies to be easily
connected to EESSI system.

. Expected online synchronous exchange of smalliiieation information in the future will
be possible based on developed systems.

. The system will be ready for higher computatiorethdnds later in the EESSI operation,
related to higher citizen movement rate.

. It will be possible to use the national messagysiesn for other communication between



UDZS and health insurance companies. This willease security, reliability and simplicity of

message exchange.
. Available connectivity between access points candldised in the future to communicate

with two other access points in Slovak Republic.



